Windows 2000 Server Administration

VEIS Computer Education

INDEX
Chapter No. | Description Page No.
1 Introduction to Windows NT 3
2 Introduction to Windows 2000 Server and its 5
installation
3 Upgrading a member server to a domain 13
controller
4 Autornating Windows 2000 Server 16
installation
5 | Configuring Windows 2000 Server 32
6 Managing local users ard groups 40
7 Managing active directory users and groups 54
38 Managing security settings 62
9 Managing disk 77
10 Managing dynamic storage 98
i Recovering from disk failure 103
12 Managing data compression, disk quota, 106

VEIS

1/211




Windows 2000 Server Administration

VEIS Computer Education

encryption and decryption
13 Accessing files and folders 119
14 Managing network services 134
15 DNS server 146
16 WINS server 154
17 DHCP server 157
18 NW link IPX/SPX/NETBIOS N 162
19 Web Server 164
20 Windows 2000 boot process— 172
21 Advanced startup options 187
22 Startup and recovery options 184 N
23 Setup boot disk and backup 187
24 RAS Server & VPN Server 196
25 Proxy server / seﬁing up cyber café 203

VEIS

2/211




Windows 2000 Server Administration VEIS Computer Education

CHAPTER 1

INTRODUCTION TO WINDOWS NT

1.1.

Introduction

Microsoft Company developed Windows NT in 1993. NT stands for New

(Network) Technology. Windows NT has two products namely Server

and Client. This was developed from the scratch and has nothing to do

with the earlier versions of OSs from Microsoft.

1.2.

Features of NT

NT has the following major features:

> Adaptability/Portability: It can run on different nardware platforms

\74
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with minimal change. It can run on Intel x86 machines as well as on ccher
computers manufactured by DEC Algha AXP, MIPS R4400 ard ivictorola Power PC.
Security: It is locked down through sofiware passwards.

Pre-emptive Multitasking: There are two major types of
multitasking namely Co-operative and Pre-emptive.
- in co-operative multitasking, the operating system gives the

control of the system to a particuiar application. In this if any of

the application does not work properly, then it may hang the system. This is

supporiad by Windows 3.x and Apple’s Mac operating system.

- In pre-emptive multtasking, OS always maintains the
control over the system. It gives specific slices of time to

each of the applications.

No More DOS: Windows NT does not contain DOS codes in the

coding. Everything is done through emulation of standard DOS

calls. Although there is no DOS, Windows NT will still be able to run the vast
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majority of DOS programs by creating a virtual DOS environment called the NT
Virtual DOS Machine (NTVDM).

Exercise - 1

Q.1 Fill in the blanks:
(i)  InWindows NT, NT stands for .(New Technology)
(i)  Windows NT was developed in . (1993)
(iii)  In pre-emptive multi-tasking, always maintains the

control of the system. (OS)

Q.2  Write short Notes:
(i)  Multi-tasking
(i)  Cooperative Multi-tasking
(iii)  Pre-emptive Multi-tasking
(iv) Features of Windows NT
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CHAPTER 2
INTRODUCTION TO WINDOWS 2000 SERVER AND ITS
INSTALLATION

2.1.

Introduction

Windows 2000 Server is a product of Microsoft Company. This is an

advanced version of Windows NT 4.0 Server.

2.2.
>

2.3.

VEIS

Features of Windows 2000

Active directory, which provides scalable network architecture that

can be used to support a single server with a few ohiects or
thousands of servers with millions of objecis.

An administrative conscie called Microsott Management Ccnsoie
(MMC) provides administrative tcals.

Improved hardware support, including blug and play.

High level security.

A high level support for Internet connections through Internet
Informaiion Services (11S).

Supports vp to 4 GB of memory.

Support for two Brocessors on 2 new installation.

Supports Dynamic Disk.

Logical Organisation of Active Directory

The logical structure of the active directory consists of containers,
domains and organizational units (OUs).
A container is an active directory object that contains other active

directory objects ie. Domains and OUs.
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A domain is the main logical unit of organization in the active
directory. Objects in a domain share common security and account
information. Each domain must have at least one domain controller
(DC) which stores the complete domain database.

Each domain can consist multiple OUs organized in a hierarchical
structure. OUs may contain users, groups, security policies,
computers, printers, file shares etc.

Domains are connected to one another throuah logical structure

relationships.

A domain tree is a hierarchical organizatior of gdomains in a single, contiguous
namespace, in the active directory, a tree is a hierarchy of Zdomains thai are
connected to each other through a series or trust relationships (Isgical links that
combine two or more domains into a single administrative unit) the advantege of
using trust relationships between domains is that they allow users in one dornain to
access resources in another domain, assuming the users have the prcper zccess
rights.

A domain forest s a szt of trees that doas not form a contiguous namespace. For
example, you might have a forest if your company marged with another company.
With a ferest, you could easily inaintain a separate corpoiate identity through your

namespace but share information across the active directory.

Minimum Hardware Requirement
Frocessor -133 MHz

Memory (RAM)-126 MB

Disk Space -2 GB.

Display Adapter -VGA

Difterent Versions of Windows 2000

Windovws 2000 Professional: This is for stand alone machine and

can act as client.
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» Windows 2000 Server: This is for small and medium companies.

» Windows 2000 Advanced Server: This for medium and large

companies, for example ISP (Internet Service Provider)

» Windows 2000 Datacenter Server: This is used for large-scale

networks.

2.6. FEile Systems Used by Windows 2000

Windows 2000 supports three types of file systems which are as follows:
(i)  File Allocation Table (FAT16)
> FAT keeps the track of location of files and directory entries.
» FAT16 is the 16-bit file system widely used by MSDOS.
» Supports up to 2GB disk partition.

(i) FEAT32
> Itis 32-bit version of FAT introduced in 199¢ with Windows 95

OEM (Original Equipment Manufaciurer). oEM is a version of
Windews 95.
> Supports up to 2 T3 (Terabytes) disk.

(iii). New Technology File System {NTFES)

> NTFS provides local security on files and folders.

» The flexibility to assign disk quotas.

»> The option to encryst files which offers an additional level of

security.

2.7. Multi Booting

Dual booting or Multi booting allows your computer to boot by multiple

OSs. Your computer will be automatically configured for dual booting if
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there was a supported OS on your computer prior to the Windows 2000
Server installation. You should choose FAT16 or FAT32 file systems to
dual boot because these file systems are backward compatible.

Important points for multi booting:

= Install the simplest OS before 2000 Server ie. install DOS or

window 9.x first.
= Do not convert your file system to NTFS.
= Never upgrade to windows 2000 dynamic disk. Any other OS

including Windows NT does not recognize dynaimic disks.

2.8. Licensing Mode

Microsoft has two choices of licensing moaas, wiich are as follows:
»> Per Server: Per server specifies the number of network connections
that can be made to a server at a time.
> Per Seat: Per seat specifies that each client will bg licensed

separately.

2.9. Membership in a Domaiin or Workgroup

When you are installing a server, choose woricgroup or domain. If you are
installing Windows 20G00 Server orn a ion-net work computer, then
choose Workgroup and if any Windows 2000 Server on your network is
configured as Domairi Coniroller (DC) with active directory installed,

then choose Domain. To join & domain you must specify the name of valid domain and

user who has rights to add a computer to the domain.

2.10. Language and Locale
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Language and locale settings are used to determine the language that
computer will use. Locale settings are used to configure the locality of

items such as numbers, currencies, times and dates.

2.11. Installation Methods

To install Windows 2000 from CD, follow one of the following

procedures:

(i)  You can boot the system by another OS and access CD ROM drive
and then run winnt.exe (in case of DOS) or winnt3Z.exe (in case of
Windows 95, 98, NT).

(i) If your computer can boot by CD, then insert Windows 20600
Server CD into its CDROM drive and restari your computer.

(iti)  If your computer has no OS installed and does not support bcoting
from the CDROM drive, thien use the Windows 2000 Server set up
boot disks.

2.12. Creating Set Up Boot Disi‘s
To create set up boot disks, take four 1.44 MBS floppies labelled as
Windows 2000 Server set-up disk 1, 2, 3 aind 4.

The cocmmana/utility tc create boot disks from Windows 2000, Windows
NT or V/indows 9.x is MAKEBT32.EXE and to make a disk from 16-bit

OS is MAKEBOOT.EXE.
SMARTDRV

Smartdrv is a disk-caching program that speeds up process of copying files. With smartdrv it

takes a few minutes to copy the files and without smartdrv it takes hour.

2.13. Steps for Installation

Main steps are as follows:
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» Choose one of the installation procedures. If you boot from DOS or
Windows 9.x, the set up program will be DOS based. If you boot
from Windows NT, the set up program will be GUI based.

> Run the set-up wizard.

> Install windows 2000 networking.

Upgrade the server to a domain controller (if this is a domain controller

rather than a member server).

2.14. Running Set Up Program
- Go to 1386 folder and run Winnt32.Exe or Winnt.Exe.

> First it will copy the files.

» A dialog box will appear. Press Enter to set Lp or press R to repair
or press F3 to quit set up.

» Windows 2000 license agreement dialog box appears. Press F38 to
accept or press Esc to disagree.

» Set partition in which you want to install.

» Computer wiil restart automatically.

2.15. Windows Set Up Wizard

This wizard will ask following informations:

» Kegional setting {Regional seting dialog box appears, in which set locale and
keyhoard settings.)

> Personal information (Personalize dialog box appears, in which fill name and
organisation.)

» Product key (The product key dialog box appears in which enter the product key
number).

» Licensing modes (The licensing modes dialog box appears, in which select per

seat or per server.)
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» Computer name and Administrator password (The computer name and

2.16.

administrator password dialog box appears). YOur computer name can be up
to 15 characters.

Modem information (If you have plug and play modem, then a modem
dialog box will appear).

Date and time (The date and time dialog box appear in which set your date and
time).

Network setting (The network setting dialog box appears which specifies how

you want to connect to other computer and Internet, select tynicalj.

Workgroup or Domain, select one of them.

Computer will perform some final tasks including installing start
menu items, registering computers, saving settings and remcving
temporary files. This will take several miiiutes.

Remove the CD and click Finish hutton to restart the computer.

Network ldentification Wizard

Network identification wizard is responsible for the network component

installatiorn.

» Enter user name aind password, which is compulsory.

» Network identification wizard prompis you to finish the wizard.

» Enter the valid Windows 2000 user name and password. At this

point, administrator and user name which you have entered for
Identification are enabled and at the last you will be greeted with
the Windows 2000 Server.

Practical

Installation oi Windows 2000 Server.

VEIS
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Exercise - 2

Q.1 Fill in the blanks:

Q.2

VEIS

(i)
(i)
(iii)
(iv)
(V)
(vi)
(vii)
(viii)
(ix)

(x)
(xi)

Windows 2000 Server is an advanced version of Windows---

----------- . (NT 4.0 Server)
MMC stands for----------- . (Microsoft Management Console)
Windows 2000 supports memory upto-------------- . (4 GB)

Logical structure of Active Directory consists of-------------- :
(Containers, Domains and OUSs)
Minimum memory required for Windows 2000 installation

I§----------- . (128 MB)

Minimum disk space required for Windows 2200 installation
I§----------- . (2GB)

FAT-32 was introduced with----------- version of Windows
95. (OEM)

OEM stands for -------------- . (Origiral  Eauipment
Manufacturer)

FAT-32 supports upto ----------- disk. (2TB)

NTFS stands for -+---------- . (New Technology File System)

Utilities for creaiing Setup boot disks are ------------ :
(Makeboot and Makebt32)

Write short Motes:

(1)
(1)
(iii)
(iv)
(v)
(Vi)
(vii)
(viii)

Features of Windows 20000

l_ogical Organisation of AD

Minimum Hardvware requirement for Windows 2000
“ersions of Windows 2000

File Systerns used by Windows 2000

NTFS

Multi Booting

Licenzing Modes
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CHAPTER 3
UPGRADING A MEMBER SERVER TO A DOMAIN
CONTROLLER

» Click Start - Run, type DCPROMO & click OK button.

» Active Directory Installation wizard starts. Click Next button.

» Domain Controller Type dialog box appears, in which select
“Domain controller for a new domain” option and click Next.

» Create Tree or Child domain dialog box appears. In this select
“Create a new domain tree” option and ciick Next button. (if you had
the active directory installed on your network and you wanted tc create a new ciild
domain in the existing domain tree, you would select create a new gomain child in an
existing domain tree option).

» Create or Join Forest uialog iox appears. Select “Create a new
forest of domain trees” opticn and click Next. (it ycu aiready had the
active directory installec on your network and wanted the domaiii tiee to be installed
as a part of an existing forest, you would select the place “This new domain tree is an
existing ferest option’. [acleNgectory Installation Wid N\

> InStaII Or CO nfigure Ins’ffguoéaiocr:riﬁ;:?e[o)r'?nsstallDomain Maming Service [DMS] on thiz compter.
DI\JS dla!ogue b0\< ' Dom.ain Narﬂi.ng Ser\'}ie [C'MS] iz not configured on this computer. |z DMNS already

funning on this ne’mork?

appear:- SEIEC[ “hAIO, © Yes, | wii configurs, the DNS client
. . & Nr, just insta and configure DNS o this computer
just install and
configure DNS an
this computer” and
click Next.

. < Back | Mext » | Cancel |

> New Domain Name
dialog boy appears. Specify the full DNS name for the new domain
such as NITS.COM & click Next. (Usually, DNS is configured for network
before you create a domain controller).
VEIS 13/211
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» NetBIOS Domain Name dialog box appears. NetBIOS domain
names are used for compatibility with Windows NT client.
NetBIOS domain name is same as DNS name. You can change or

accept the default and click Next.

> Data Base an d Active Directory Installation Wizard X
Databasze and Log Locations /
L 0 g L 0 Catl 0 nS Specify the locations of the Active Directory database and log.
1 For best performance and recoverability, store the database and the log on separate
dialog box pord s

Wwhere do you want to store the Active Directory database?

appears to specify

Databaze location:

. E:AWINNTANTDS T Browse...
the locations of | _foes |
Where da pou want ta stare the & stive Directory log?
the ACt'Ve Log location:
IE:\WINNT\NTDS Browse...
Directory
database and
< Gack Mest » Caricel !

database log files. /

Accept the default and click Next.

> Shared System ctive DirectoNntallatiwgzard ——— L P
Shared System Yolume /
N | Specifty the falder o be shared as the system volurie.
Volume diaiog hox
=L The Syzvol folder stores the <erver's copy o) the domain's public files. The contents of

appears Th :D VOI u me e Syavol folder are replicated to all domain cwatrollers in the domain,

Z The Syzval falder must be located on cw M FS 5.0 valure.
must be on NTFS.

Enter a lacation for the Sysval folder.

v oe 1-L Eolder location:

You can accept the — e |

default and click

Next button. (If the

partition is not NTFS, you
< Back | Mext » | Cancel |

vill see an error message. =

indicating the file system must be converted). If the DNS has not been configured,

messcage appears stating DNS server cannot locate, click OK.

» Permission dialog box appears. To run server programs of earlier
version of windows, select permissions compatible with pre-
windows 2000 servers. Otherwise, select permissions compatible

only with windows 2000 server.
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» Directory Services Mode Administrator Password dialog box
appears. Specify the password that can be used if the server needs
to be restarted in the directory service restore mode. Enter and
confirm the password and click Next button.

» Summary dialog box appears. Confirm all the selections and click
Next.

» Configuring Active Directory dialog box appears. (You will be asked to
insert windows 2000 server CD, so that additional files may be copied thus

completing the AD installation wizard ). Click the Finish button. If asks to
configure DNS, select “Skip DNS Corifiguration”.
» Click Finish.
> Restart the Windows 2000 Server.
» After creating Domain Lcgon screen appears
User name-------------
Password---------------
Logon to --------------

Logon using dialup connections.

Practicai
Upgrading a memuer server to a DC.

Exercise - 3
Q.1 Fiulin the blanks:
(i) A member server car be upgraded to DC by using
utility. (DCPROMO)
(i) Main difference between a member server and a Domain

Controller is . (AD)
(iti)  For upgrading a DC, one partition must be formatted by
. (NTFS)
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CHAPTER 4
AUTOMATING WINDOWS 2000 SERVER INSTALLATION

4.1.

Automated Installation

Automated installation is done through the use of disk imaging or by

using the unattended installation method, when installing on multiple

computers, which saves the time and makes easier.

The utilities used for automating the installation are included in the

Deployment Tools folder while extracting the Derloyment Tools. The

utilities are as follows:

>

VEIS

The system preparation tool ie. Sysprep utility is used for preparing
disk image.

The set up manager ic. Setupmgr utility is used for creating
unattended answer files. You have to extract these utilities before

use.

Extracting the Deployment Tools

Log on as Administracor.

Create DEPLOYMENT TOOLS folder under C: or any other
drive.

Insert the Windows 2000 Server CD.

Copy SUPPORT\TCOLS\DEPLOY.CAB file of CD to
DEPL.OYMENT TOQLS folder.

Double-click the DEPLOY.CAB file to display its contents.
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EY DEPLOY =10 x|
J File Edit Wiew Favorites Tools  Help |

J ‘PBack - = - | 0 search | Y Folders  CHistory | FERLEAS " | g~

| address |2 DEPLOY x| Pao

________ ==

Falders bt @ %
. B9 SECH(G) =] Es .

=11 Deployment Tool dephool readme setupcl setuprngr

4% DEPLOY
—-[21 Documents and St A
EQ Adriniskr akor @
P b L fE Cpokies [T
1| r b setupmg.dl  sysprep unattend
|? objectis) | | o

> Select Edit = Select All.

s
u Iy sekupmgr sekupmg.dil SYSDFED unattend

> Then select File - Extract.
> Browse for Folder dialog box apoea's. Select PEPLOYMENT
TOOLS folder.
EDepioment Tools VN~ =S
J File Edit Wiew Favories Tools  Help |ﬁ
J <o Back * = = | @Search %Fol’iers @Histary | s EE,_"}( g | Ex-
Jnddress Il:l Dgpl;:ﬂ;.-'ment Todls _"J P Go
Folders x . e 2
E-= 5EC4 (5. N %
a Leployment Tools DEPLOW deptool readme setupcl
EI[:[ Documents and Settirad
© 1 B3 Administrator | I
D Cookies KK%Q |_| @

& obje ki) (Disk ree space: 290 ME) | EDS B |Q. Iy Compuker i

Note: There shoula he eight items including DEPLOY.CAB file

4.3. Disk Imaging

Disk imaging or disk dupiication is the process of creating a reference
computer for the automated deployment. The reference or source
computer has \Windows 2000 Server installed and is configured with the

settings and applications that should be installed on the target computers.
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4.4. Points to Remember for Disk Duplication

In order to use a disk image, the source and target computers must meet

the following requirements:
(i)  The hard disk interface (SCSI or IDE) must be of the same type.

(i)  The HAL (Hardware Abstraction Layer) must be of the same type.

(This means that the processor type must be the same).

(ili)  The size of the destination computer’s hard drive must be at least

as large as the source computer’s hard drive.

(iv) Plug-and-Play devices on the source aind destination computers
need not to match, as long as the drivers for the Plug-and-Piay

devices are available.

(v)  Non-Plug-and-Plug devices must be same.

4.5. System Preparation Tool (Syspren)

The System Preparatior Tool (Sysprep) 1< included in the Windows 2000 Server CD in the
DEPLOY.CAB file under Support\iools folder. After you extract this tool, you can run
Sysprep on the source computer. Sysorep prepares the disk image, stripping out information

from ihe master copy that must be unique for each computer, such as the Security ID (SID).

After installing the ccoied image on the target computer, a Mini-Setup
Wizerd starts. This Wizard automatically creates a unique computer SID
and then prompts the user for computer-specific information, such as the
product D, regional settings, and network configuration. The information
that is required can also be supplied through an unattended answer file.
One of the cormmand switches can be used to customize how Sysprep

works.
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4.6. Creating a Disk Image

(i)  Double click the Sysprep, which is under the Deployment Tools
folder and click OK button.

(i)  Windows 2000 System Preparation Tools dialog box appears,
giving warning that this program will modify some of the

security parameters of the computer and click OK button.

Windows 2000 System Preparation Tool

Please naote that execution or this application may modify some of
the security parameters of the swstem,
Please press Cancel unless yors are preparing this installation For
duplication,

Afker running bnis apradication, wour compuker will aukomatically
shutdown,

QK | cancel |
-

(ili)  Automatically the computer will turn off. Restart the computer.

Mini installation wizard will start.

4.7. Copying ana Installing From a Disk {mage

After ruriing Sysrep on the scurce computer, yocu can copy the image

and can then install it oi the target computer.
Ycu can create a duplicate disk image using a disk duplicator (a special
device) cr using special scftware.

If you are using a disk duplicator, shut down the source computer and
remove the disk. Copy the disk with the help disk duplicator and install
the copiea disi into the target computer. If you are using special software,

cany the disk image as per the software vendor’s instructions.
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After the image is copied, turn on the destination computer. Mini Setup
Wizard starts and asks some questions, if you have not configured answer
file.

4.8. Creating Answer Files

Answer files are used for automated installations, which are used to
answer the questions that appear during Windows 2000 Server

installation.
The procedure to create answer files is as follows:

1. Double click the SETUPMGR program, which is under
DEPLOYMENT TOOLS folder.

2. Windows 2000 Setup Manager Wizard starts. Click the Next
button.

<Windows 2000 SetupMawgerwizard \, H|

Welcome to the Windows 2000
Setup Managetr Wizard

The Setup Manager wizard heips you create an angwer file
and a distribution talder zo that you can perform automatic

installations of WwWindo.ws 2000 on computers connected to

ol network.

To crctinug, click Nest.

< Back | Mext > | Cancel |

3. New or Existing Answer File dialog box appears. This dialog box

provides choices for creating a new answer file, creating an answer file that

duplicates this computer’s configuration, or modifying an existing answer file.

Select Create a new answer file option and click the Next

button.
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Hew or Existing Answer File
An anawer file tell: Setup how to install and configure Windows.

ErtErthe pattn et e ranme atith

=

Product to Install dialog box appears. You can seiect Windcws

2000 Unattended Installation or Sysprep Instail or Remote
Installation Services. Select Sysprep iiisiall and click the Next

button.

Product to Install
WWhich product does this answer file ingtal?

Platrorm dialog box appears. You can choose to create answer
files for the Windows 2000 Professional platform or the
Windows 2000 Server platform. Select Windows 2000

Professional and click the Next button.
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Platform
‘Wwhich platform does this answer file install to?

_ ok | Meo | caod |

6. License Agreement dialog box appears. Choose “Yes Fully
Automate the Installation”, so that the installation is fully
automated and click the Next button.

Licens: Agreemenit
L1z wou accept the terms of the Licensze Agreement for Windows 20007

=<

Customize the Software dialog box appears, which allows you
to specify tie narie and organization that will be used for

licensing information. After you enter this information, click the
Next button.
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: Windows 2000 Setup Manager Wizard
Customize the Software i
“You can customize the installation of "Windows by providing a default name and *
organization. ——

Type the default name and organization you want to uze. |f you leave these boxes
blank. the name and organization will not be specified in the answer fils.

Mame: IPH

Orgatization: INl TS

< Back : Mest > | Cancel |

8. Licensing Mode dialog box appears .Ycu can choose Per Server

or Per Seat. In this dialog box, you specify whether you will Yicense the server

by concurrent connections (Per Server) or by seat (Per Seat). !T you seiect Per
Server, you can also set the number of ccencurrent coriiections allowed (See
Chapter 1 for more inforination about the Per Server and Per Seat licensing

modes.) After you make your selection, click the Next button.

9. Computer Name dialog box appears. Type the namie of the

destination computer and click the Next button.

e . N |

Computer Hame "
Azzigh a hame to the destination computer. @

Type the name of the de-unation ¢ Jmputer.

Computer nare:
MITS0M

< Back | Mext = | Cancel |

10.  Administrator Password dialog box appears in which you can

enter the Administrator password upto 127 characters, then
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click the Next button. You can also specify that when the computer starts,
the Administrator will automatically be logged on for x number of times. Enter

and confirm an Administrator password.

: Windows 2000 Setup Manager Wizard

Specify a password for the Administratar account on the destination computers.

Administrator Pagssword Q
e

Choosge how to set the Administrator password on the computers you are setting up.
€1 Frampt the usen fan arddminstaton passwerd

¢ Lse the following Administrator password (127 characters masimum);

Password: I

LConfirm passward: I
™ when the computer starts, automatically o an as Admiristrator

I rntien afftmes te sute [agon: |1_ 3

< Back I Hest > | Comrel J

11. Display Settings dialog box appears in which change the

settings or click Next to accept the default settings.

N, Windows 2000 syp ManageNgizard ) P F
Dizplay Settings e

windows will be installec with the dizplay settings pou specify. *

TR

Select dizplay settings for the dest, ation compute,=,

[ alors: IUse Wwéindows actault

Screnn area: IUse Windows defalt

L L L

Aefresh frequency: IU e Windows default

To cugtomize dizplay sFdings, clicl. Cugtom. Custarn,.. |

< Back | Mext > | Cancel |

(1) The Colors option allows you to set the display color to the Windows
default, 16 colors, 256 colors high color (16 bit), true color (24 bit), or
true color(32 bit).

(i The Screen Area option allows you to set the screen area to the Windows
default, 640*480, 800*600, 1024*768, or 1280*1024,0r 1600*1200.
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(ii)  The Refresh Frequency option (the number of times the screen is
updated) allows you to set the refresh frequency to the Windows default,
60Hz, 70Hz, 72Hz, 75Hz,0r 85Hz.

(iv)  The custom button displays a dialog box that allows you to further
customize display settings for the color, screen area, and refresh

frequency.

12. Network Settings dialog box appears, in which choose Typical
Settings (installs TCP/IP, enables DHCP, and installs Client for Microsoft
Networks) or Custom Settings (allows you t5 customize the computer’s

network settings) and click the Next button.

: Windows 2000 Setup flanagefWizard -~~~

Metwork Settings
Metwark software ¢ lows the Jestination computers to cor,ect to other compr b,
networks, and the |temet

L3

Setup should uze the ) llowing network settings:
& Typical settings

Select to ingtall TCP/IP, enable bHLE, and install the Client for Microsoft Networks
nrotocal for each destination computer.

£ Cus.m settings

Select to manuallp configuie the networking components for each destinatior,
computer.

< Back | Next » | Cancel |

13.  ‘Workgroup or Domain dialog box appears. Select the

Workgroup or Windows Server domain and click the Next

button.
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Workgroup or Domain
The destination computers may belong to & workgroup or a domain.

WORKGROUP

14. Time Zone dialog box appears. Select your computer’s time

zone from the drop-down list anc click the Next button.

Time Zrae
windows will L= ingtalled with the time zone getting pou specify.

15.  Additional Settings diziog vox appears. Select No, do not edit
the additional zettings cption and click the Next button to accept

the default selecticin If you select Yes, edit the additional settings, you can

configure the following options:
(i) Telephony settings

(ii) rRegional settings

(iif)  Languages

(iv) Install printers
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(v) A command that will run once the first time a user logs on.

: Windows 2000 Setup Manager Wizard

Additional Settings s
f'ou can epecify additional gettings for pour answer file. s

You have created a basic answer file. r'ou can specify additional settings, such as the
Windows installation folder or the necessary information ta inztall a netwark. printer.

wialld wout like ta edit ar review any of the additional zettings in this answer file?
© Yes, edit the additional settings

& Ng, do not edit the additional settings

< Pack I Aext > Cancel

16.  Sysprep Folder dialog box appears which aliows you to create a
Sysprep folder that wili ke used durina the Sysprep installation.
Select “Yes, create ¢r modify the Sysprep folder” and click
Next.

Sysprep Folder o
‘Y'ou can create a fald=r on your compuler to customize vour Sysprep installation s

If you will un Sysprep on this computer, the Setw Manager wizard can create a
Sysprep folder that contains the fi s you need "o run Sysprep and to custamize pour
Sysprep installation.

For example, you can add additional language support or supply additional device
drivers for use with Sysprep.

The Sysprep folder wil L= remaved after Sysprep has finished.
Do pou want to create a S ,sprep folder?
& Yes seate or medify the Sysprep folder

" o, do not ~eate a Sysprep folder

< Back | Hext > | Cancel |

17.  Aaditional Commands dialog box appears, which allows you to
run commands at the end of the automated installation. You can
spesify any command that does not require a user to be logged on. After you

add aiy additional commands, click the Next button.
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2 Windows 2000 Setup Manager Wizard X|

Additional Commands Zm
“r'ou can add commands that will automatically mn at the end of unattended Setup. *
TR

You can un any command that does not require you to be logged on. Type the
command in the box below, and then click Add.

LCommand to run:

Add

Command lizt:

Bemave

afmc= ] o)

[ mwe Mot

LLLE

< Back | Mzt | Cancel |

18. OEM Branding dialog box appears, which allows you to

configure an optional logo (Logo or background that can be used to
display Original Equipment Manufacturer (OEN) information, called OEM

branding). If you want to use a logu and / or a background,
specify the path to the apprcoriate files. Then click the MNext
button.

| . windows 2000 SetupMaNgger Wizath K

OEM Branding i
Y'ou ran customize Windows Seico by adding weur compary's OEM Branding. @
e

Specify the path to optional logo or backgre ind vitmaps to be dizsplayed during
Wirdows Setup.

Logo:

- Browse... |

It & logo bitmap is ~pecifed, . 1= displayed in the upper right comer of the screen during
the GUI-mode rartion of V«indows Setup.

Backaoroud:

Browse... |

If a background bitmap is specified. it is displayed as the background during ‘#indows
Setur. The background must be G40 by 480 with 16 colors.

< Back | Mext = | Cancel |

19. Additional Files or Folders dialog box appears, which allows
you to specify any additional files or folders that should be
automatically copied on the destination computers. After adding
files, click the Next button.
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2 Windows 2000 Setup Manager Wizard X|
Additional Files or Folders Zm
“ou can specify additional files or folders to be copied to the destination *
computers, —

Select the location to which you would like to copy additional files or falders, and then
click Add Files.

=-i_{ User Supplied Files SddEiles |
{:I Sysprep Install fles Eemeve Files |

— Deszcription

Any files that you copy ta the User Supplied Files folder are automatically copied to
the destination computers by ‘Windows Setup.

< Back | Mzt | Cancel |

20. A message box appears, in which specify the location of the
Sysprep.Exe file. Specify the location (for example,

C:\Deployment Tools) and click the OK putton.

21. OEM Duplicator String dialog box appears, which allows you
to add information about the Sysprep installation that will be
included in the computer’s Registry. This informaticn can be used to
determine which Sysprep image is installed on the specific computer. After the

informauon is added, click the Next button.

2 Windows 2000 Setup Manager Wizard x|
OEM Duplicator Stirg m
‘Y'ou can add a sting to th= registry on the duplicated computers. a

Type irlormation yr. would like to include in the registry about this Sysprep installation.
Late:, this infarm-.oon can help pou determine which Spsprep image is installed on a
praticular conv,Lter

Sysprep . farmation:

< Back | Hext > | Cancel |

2Z2. Answei File Name dialog box appears. The Setup Manager
Wizard will create a file in the folder that the Sysprep command

will run from. This file is named as Sysprep.Inf by default. You
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can edit the location and accept the default and click the Next

button.

- Windows 2000 Setup Manager Wizard

Answer File Name o
The ansver file is saved with the name and location you specify. S

The Setup Manager wizard has successully created an answer file with the settings
you provided. Enter a location and file name for the answer file.

Lacation and file name:
G:\Deployment Tools\spsprep.inf Browse.

IF multiple computer names were specified, the wizard alzo creates a .udf file.
Depending upon the type of answer file created, the wizard might also create a sample
.bat script.

_/ﬂack | Hext > I Cancel |

23. Completing the Windows 2000 Setup Manager Wizard dialog
box appears. Click the Finish button.
[ Windows 2000 Setup Manager Weard ________~ K|

Completing the Windows 2000
Setup Manager Wizard

The Setup Manager wizard completed successfully. The
Yollowing files were created.

G eployment Toolshspsprep.inf

G:4Deployment Tools\spsprep.ual

G:\Deploymen: Tools\spsprep.bat

For inbermation about wzing the answer file, view the sample
batch soint.

To close this wizard, click Firish,

< Back Firizh Cancel

Pracuical

) Extracting the Deployment Tools.
i)  Creating a disk image.

i)  Creating Answer Files.
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Exercise - 4

Q.1 Fill in the blanks:

i)
i)
i)

Iv)
v)

Vi)

Automated installation is done when ----------- . (installing on
multiple computers)

Utilities used for automated installation are ------------ :
(Sysprep and Setupmgr)

Deployment  Tools are  stored T :
(Support\Tools\Deploy.Cab)

Sysprep is used for --------------- . (creating disk image)
Setupmgr is used for ------------- . (creating unattended
answer files)

HAL stands for ------------- . (Hardware Abstraction Layer)

Q.2  Write short Notes:

(1)
(if)
(iii)
(iv)
(V)
(Vi)

VEIS

Automated Installation
Extracting Deployment Tools
Sysprep

Setupmgr

Disk Image

Answer Files
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CHAPTER 5
CONFIGURING WINDOWS 2000 SERVER

5.1. Introduction

You can configure the system wusing Control Panel, Computer

Management, Microsoft Management Console (MMC) and Registry.

5.2. Control Panel

You can access Control Panel by selecting Start = Settings - Control
Panel or by opening My Computer and selecting Control Panel. The

control panel provides different icons to ccnfigure the system.

5.3. Computer Managemeni

To access Computer Management, right click on My Computer and select

Manage from the pop-up menu.
|J_ bobion  Wie |J L | | %

Computer Management interface

Tree I Mame
appearS, Wthh iS Organised iri!O g Computer Managemens (Local) ﬁgSvstem Toc

Elﬁ& System Tuals @Sturage
three maii areas. These are Sysiem {E) Event Viewar B services an

(-2 System Information
& Performance Logs and Alerts

Tools, Siorage and Services & B_E Sorocl Forlers

[ -#% Local Users and Groups
El @ Storage

|7 Disk Management
@ Disk Defragmenter
-i= Logical Drives

EEI--@ Removable Storage
E]--@# Services and Applications

1 1 ... & D M
Applications. @ evice Manager

1, System Tools: It includes the following utilities:
(i)  Event Viewer: It tracks information about your event’s

success or failure, for example logon failure or success.
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VEIS

(if)

(iii)

(iv)

(V)

(Vi)

System Information: It is used to collect and display
information about the computer’s current configuration.
Information is organised into six categories. These are
System Summary, Hardware Resources, Components,
Software Environment, Internet Explorer 5 and Applications.

Performance Logs and Alerts: It is keeping the log files, for

example Disk Quota.

Shared Folders: It is used to create and manage shared

folders.

Device Manager: It provides information about all of the

devices that your computer currently recognizes. Through
device manager you can load, univad and update device
drivers. In the rignt pane of the Device Manager wiridow,
double click the specific device you wish to manage.

5 ComierManoodeent L
J Action  Yiew |J E = || @

Tree | -2 NITS-MS
- Computer
E{:l Disk. drives
E|§J Display adapters
. E‘ Yidea Contraller (YGA Compatible
% System Informakion H% Floppy disk contrallers
Performance Logs a B

; shared Folders [+-&= Floppy disk drives

Cormpuker Manageme b (Loc;
Dm Syskem Tools
- s-{g1] Event Viswer

52 IDE ATAATAPT contrall

i 2 Device Maracer H % f controlers
Local Usars and Sro '@ SRR
EI--@ tora N b %j Mice and other pointing devices

5 Hﬁ Metwork adapters
B Parts (COM & LPT)
{E]i Sound, video and game contrallers
(-3 System devices

&[] Disk Manaczment

i E} Disk Def, agmenter

i =) Loginal Drives -
G- Pemovabls Storags o

lili_ . - . > ‘I I_>I
4 | |

Local Users and Groups: It is used to manage users and

groups on a Windows 2000 Server running as a member
server and not on a DC.

Storage: It is used to manage the computer’s storage
Tacilities, which includes Disk Management, Disk

Defragmenter, Logical Drives and Removable Storage.
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3. Services and Applications: You can manage all of the

services like Telephony, I1S etc. installed on your computer.

5.4. Microsoft Management Console (MMC)

MMC is the console frame for management. MMC offers the following

benefits:
s MMC is highly customisable.
% MMC console can be saved and shared with other administrators.
“* You can configure permissions for MMC, wkhich an administrator
can manage.

On a Windows 2000 Server computer, there is no item created for the

MMC by defalll. . e ————;
To Open the J Console  Windmw  Hein J O=HE | 5H J

MMC, click Start J Ation  View  Faverites |J - = | £
T

- Run and type Trae | Facorites | [[Name
I Cr.nsole Root

MMC and then

click OK.

Adding Snap-In

1. From the main Console window, select Console -
Add/Remove Snap-in.

2. Add/Remove Snap-in dialog box appears. Click Add button.

3. Add Standalone Snap-in dialog box appears. Select the snap-
in vou wish to add and click Add button.
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4, If prompted, specify whether the snap-in will be used to
manage the local computer or the remote computer, select
any one and click Finish.

5. Repeat steps 3 and 4 to add each snap-in you want to include
in your console,

6. When finished click Close button.

7. Click OK to return to the main window.

8. Save by clicking Console - Save As and entering a name

for the console.

5.5. Reqistry Editor

Registry is a database that is used to store information 2oout the system

configuration. The registry editor program is used to edit the registry.
When you make changes to your configuration, you use other utilities, such as cortrol panel.

Windows 2000 has twe Registry Editor utilities which are as follows:
(1) REGEDT32: It supports full editing of the Registry. To use

REGED732, select Start = Run, type REGEDT32 and click OK.
Sregsryegior N/ WEE|

Reglstry Edit Tree Wiew Security Options  Window Help

& m | Machine = 0] ]
S8
C

|° 7HKEY_CURRENT_USER on Local Machine 1 =] 25
% HEEY _CURRENT _LUSE|=
0 AppEvents
3 Consale
Contral Panel

3 Environment

Idlentities

Keyhoard Layout
Printers

Software - |
Ak

(i) KREGEDIT: It is lacking some of the options that are

available with REGEDT32. For example, you cann’t set security
for Registry keys through REGEDIT. To use REGEDIT, select
Start = Run, type REGEDIT and click OK.
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It has the following hierarchical keys:
REGISTRY KEYS

HKEY_CURRENT_USER Information for the users who is

currently logged on.

HKEY_USERS Information for all users of the

computer.

HKEY_LOCAL_MACHINE | Contains computer hardware and

software information.

HKEY_CLASSES_ROOT Contains configiration

inforrnation.

HKEY_CURRENT_CONFIG | Cortains the configuration of the

hardwvare profile that is used

during start up.

5.6. Managing Hardwaie Devices Throuch Device Manager

In the Computer Management window, select System Tools and then
select Device Mariager. In the rigit pane of the Device Manager window,
double ciick the categorv of the device you wish to manage. It will
display the list of devices which have been recognised by your computer.

Double click the specific device you vvish t0 manage.

5.7. Configuring Video Adapters

To contigurs video adapter steps are as follows:
» Click the Display adapters from the list of devices.
> Double click the Video Controller.
> Video Controller Properties dialog box appears.
Click Driver tab and click Update driver button.

Update Device Driver Wizard starts and click Next.
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» Select “Display a list of known civers for this device so that |

can choose a specific driver” or cther option anrd click Next.

Install Hardw wre Device Drivers
A& device drives = a software prograr: inat enables a hardware device to wark with
an operating system

» Select Display adapters and click Next.

Hardware Type
Whiat type of hardware do you want to instal?

) IDE ATAATAR) cortrolers
49 IEEE 1394 Bus host confrollrs

2 Moy techrology diver
@ Modems
S0 ot seiel adepters
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» Click Have Disk button and select appropriate driver using

Browse and Apply.

5.8. Managing Device Drivers

Updating Drivers

- Double click the device whose driver you want to update.

- Device Driver Properties dialog box appears. Click the Driver
tab.

- Click the Update driver command button.

- Update Device Driver Wizard starts. Click Next button.

- Choose Search or Specific Driver from the list and click Next.

- In Search, it will locate the driver automatically and in Specific
Driver, it will ask te merition the path of the driver. Give the

path and click Next ana click Finish.

Practical
) Adding Snaps-in to MMC.

i)  Managing Device Drivers through Device Manager.

Exercise - 5
Q.1 Fill in the bianks:
) System <can e configured using . (Control

Panel, Computer Management, MMC and Registry)

i)  You can access Computer Management by :
(Right clicking on My Computer and selecting Manage)

i) Three main areas of Computer Management are
System Tools, Storage and Services & Applications)

Iv)  Device Manager is used to . (provide information
regarding all of the devices that the computer recognises and
Is used to load, unload and update device drivers)

V) MMC stands for . (Microsoft Management
Console)
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vi)  You can open the MMC window by . (Start-->
Run, type MMC and click OK)
vii)  Utilities used for editing Registry are . (REGEDIT

and REGEDT32)

Q.2  Write short Notes:
) Configuring System
i)  Computer Management
i)  System Tools
iv)  Device Manager
v) MMC
vi)  Adding Snaps-in to MMC
vii)  Registry Editor
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MANAGING LOCAL USERS AND GROUPS

6.1. An Overview of User Accounts

VEIS Computer Education

Windows 2000 supports two kinds of users: local users and active

directory (domain) users. A computer that is running as Windows 2000 Professional or

Windows 2000 Server (configured as a member server) has the ability to store its own user

accounts database. The users that are stored at the local computer are known

as local users.

6.2. Built-in User Accounts

Built in user | Description | Environrnen, |
Administrator | The administrator ias full contro! over Local and |
the computer. You provide a password for this | domain
account dunng windows 2200 installation. The
admiistrator account can periorm all tasks, such as
creating users and groups, managiing the fiie system
printing.
Guest It has limited privileges. The guestaccount | Local and
allows users to access the computer even if they do | domain
not have a unique username and password. Because
cf the inherent security risks associated with this
type of user, this account is disabled by default.
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ILS_Anonymous_ | It supports telephony applications that use features | Domain
User such as caller ID, video conferencing. In order to

use ILS, internet information services (11S) must be

installed.
IUSR_Computer_ | It is used for anonymous access for 11S on a Local and domain
name computer that has 1S installed.

IWAM-computer- | It is used for IIS to start from process applications Local and domain

name on a computer that has IIS installed.
Krbtgt It is used by the key distribution center service. Domain
TSInternetUser It is used by terminal services. | Domain

By default, the name administrator is given to the account with full control over the computer.
You can increase the computer’s security by renaming the administratcr account and then
creating an account named administrator without any bermicsions. This wzy even if a hacker

is able to log on as administrator, the intruder won’t be ai!e to access any system resou:ces.

6.3. An Overview of Group Accounts

Windows 2000 memoer server has local groups whereas Vvindows 2000
domain controller has security groups and aistribuiion groups.

A security groun is a logical group of users wiho need to access specific
resources.

A distribution group is a logical group of users who have common
characteristics.

Windows 2000 domain controller also allows you to select group scope,
which can be as follows.

+ Domain local groups are used to assign permissions to resources.

Local groups can contain user accounts, universal groups and
gicha! groups.

% Gichal groups are used to organize users who have similar

network access requirements.
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« Universal groups are used to logically organize users from

anywhere in the domain tree or forest.

6.4. Builtin Group Accounts

Built-in-Group Description Environ

ment
Account Can create domain user and group Domain
operators accounts, but can only manage the users

and groups created by self.

Administrators Have full rights and privileges. Local
and
Domairn

Backup Have rights to hack up and restore the file | Local

operators SYS(eM. Even if the file system is NTFS and they have not | and

been assigned permissions to the file of backup operators Domain

and only access the file system throuqgh the backup utility

Guests Has limited access to the comnuter Local

and

’ Domain
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Power users Can create users and groups, but can only | Local
mange the users and groups created by
self. They can also create network shares
and printers.
Print operator Can administer domain printers. Domain
Replicator Replicator supports directory replication, | Local
which is a feature used by domain servers. | and
Only domain users who will start the replication Domain
service should be assigned to this grcup
Server operators | Can administer domain servers. Domain
User Have very limited system &access. By Locai
default, all users who have peen cieated on | and
the computer except guest are mcinbers of | Domain
this group.
DHCP Has iights to manage DHCP - Pomain
Administrators
DHCP Users IHas rights to ise DHCP services Domain
DnsAdmins Have rights tc manage DNS. Domain
DnsUpdateProxy | Has permission that allcws DNS clients to | Global
oerfeim dynamic updates on behalf of
other clients, such as DHCP servers.
Domain Admins | Has complzte administrative rights over Global
the domain
Domain Contains all of the workstations and Global
computers servers that are a part of the domain.
'Domain Contains all of the domain controllers in | Global
controllers the domain.
Domain guests Has limited access to the domain. Global

VEIS
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Enterprise Have computer administrative rights over | Global
Admins the enterprise. This group has the highest
level of permissions of all groups.
Group Policy Has permissions to modify group policy Global
Creator Owner | for the domain
RAS and IAS Servers in this group can access remote Domain
Server access properties of users.
Schema Admins | Has permission to modify the schema of | Global
the active directory.
WINS users Has permissions to view information on Domain

the Windows Internet Name Service
(WINS) server.

6.5. Creating New Users

To create a user you must be a member of the Adminisiratars gioup or the

Power Users grovp.

Usernaine Rules and Coriventions:

v" /A username must ke between 1 and 20 characters.

v The username must be unique i0 the users. Different from all

other user and group names steied within the specified computer.

v The username cannot contain special characters like * /\ [ ]

v A

cannot contain
pEFIOdS () or Full marme: I
spaces.

To create a new user, open the | Esswos |

Local Users

VEIS
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username

MNew User

Uszer name: I

Diezcription: I

LConfirm password: I

and  Groups

W Uszer must change password at nest logon
I} User canmot change passwond
I | Ressiinrd nevenernies

™ Account is dizabled
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utility, highlight the Users folder and select Action - New User. This

opens the New User dialog box.

The new user dialog box options are as follows:

Option Description

User name Defines the user name for the new account. User names
are not case sensitive.

Full name Allow you to provide detailed information about this
user.

Description Allow you to provide additional information.

Password Assigns the initial password for the user. Passwords can
be up to 127 characters and are case sensitive.

Confirm To verify that you have entered the password correctly.

password

User must If selected, forces thie user to change the password at first

change password

at next logon

log on.

VEIS
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User cannot

change password

If selected, prevents a user from changing the password. It

option is not selected.

Password never |If selected, specifies that the password will never expire.

expires Even if a password policy has been specified.
Account is If selected, user can not log on.
disabled

6.6. Disabling a User Account

6.7.

6.8.

VEIS

. Open the MMC and expand the Loca! Users and Groups snan in.

. Open the Users folder. Double click the user to open the User

Properties dialog box.

. In the general tab, check the “Account is disabled” box anc click

the OK button.

Deleting a User

Select tne user you wish to delete.
Click Action and thei click Delete.

Click Yes to confirm.

Renaming a User

Select the user ycu wish to rename.

Click Action and then click Rename and type the new name.
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6.9. Changing a User’s Password

- Select the user whose [Ty HE

password yOU WISh to Mew password: ||

LConfirm pagzword: I

change.
- Click Action and then 0K | Conce |

click Set Password.
- Set Password dialog box appears. Enter the new password and then

confirm the password.

6.10. Managing Local User Properties
To open the User Properties [FEEEErs S S = x|

General | Membsr Of | Fiaile |

oL |

user account. User Properties = =

dialog box, double click the

Eull hiame IPH

dialog box has three tabs which

escription: I

are General, Member ot and

I = st charine passwmrd et nesblo, o
. [~ User connat change password

PrOfI Ie . v Password nover expires
[T Account iz disab'ed

> Genera! tab contains the

[T focountiz locked ot

information  that you

supplied when you set

up the naw user account

ok | Cancel | AppE |

» Member O1 tab 1s used

to manage the user’s inemoership in groups. To add a user to a
group, follow the following procedure:

Click Add button.

Select the group, for example Power Users.

Click Add.

Click OK.

i
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Profile tab is used to set properties to customize the user’s
environment. You can specify the following items for the user:

e Profile path

e Logon script

e Home folder
User profiles contain information about the Windows 2000
environment for a particular user, for example, the desktop

arrangement, screen colours etc.

If the configuration option is a personal preference, it is most iikely a part of the user
profile. Configuration options that relate to the computer are not a part of the user
profile. For example, the mouse driver is no!. a part of a user prefiie. Pointer, and
mouse button settings are the user’s personal preferences 2iid are 2 part of a user

profile.

By default, when a user logs on, a profile is opened for a user. A
folder that matches the user’s logen name is created for the user in
the DOCUMENTS AND SETT!NGS FOLDER when the user logs
off and logs on.

The user profile folder holds sufolders that contain directory links to the user’s
desktop iterns.

Any changes that the user makes to the desktop are stored on the
local computei when the user logs off. For example, suppose that user PR

logs on, picks his wallpaper, creatzs shertcuts, and customizes the desktop to his

personal prefererice. When he loys off, nis profile is stored locally.

) Profile path
This is used to point another location for the profile files other than

ine default local location. This allows users to access profiles that have been

stared on a shared network folder. This way, profiles can be used for an individual
user or shared between a group of users. To specify a path, just type it in the profile

path text box.
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6.11.

VEIS

i)  Logon script:
Logon scripts are the files that run every time when a user logs on

to the network. They are usually batch files, but they can be any

type of executable files.

You might use logon scripts to set up drive mappings or to run a specific executable
file each time a user logs on to the computer. For example, you could run an
inventory management file that collects information about the computer’s
configuration and sends that data to a central management database. Logon scripts
are useful for compatibility with non-windows 2000 clients, not commonly used in
windows 2000 networks. Windows 2000 automates rmiuch of the vser’s configuration.
In older net ware environments, for example, this isr’t the case, and administrators

use logon scripts to configure the users, envircnment.

i)  Home folder:
Users normally store their personal files and informatiori in a

private folder called a home folder. In the profile tab cf the user properties

dialog box you cei specify the location of a home folder ac 2 !ccal folder or a
network folder.

To specifv a local path folder, choose the local path opticn and type the path in the
text box next to that option. To specify a network path for a rolder, choose the connect
orcion and specify a network path using a UNC (Universal Naming Convention) path.

In thiz case, & netwoiK folder should alreadv pe crzated and shared.

Assigning a Home Folder to User

1. Open the User Properties dialog box.

- Select the Profile tab and click Local path.

. Specify the home folder path by typing C:/USERS /FOLDER
NAME in the text box for the local path and then click the OK

N>

w

button
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6.12 Managing Local Groups

Groups are an important part of network management. Efficient administrators are able to
accomplish the majority of their management tasks through the use of groups; they rarely

assign permissions to individual users.

To set up and manage local groups, Local Users and Groups utility is
used. With this utility, you can create, assign members to, rename and

delete groups.

6.13. Creating New Local Groups

In order to create a group, you must be logged on as a member of the
Administrators group or the Power Users groun. The administrators group
has full permission to manage users ana groups. The members of the

power users group can manage orly the groups that they have created.
If possible you should add users to the built in local groups rather than creating news groups
from scratch. This makes your job easier, because the built in groups already have the
appropriate permissions. All you need to do is add the users you want to be meribers of the
group.

Guidelines to Create a Local Group:

e The group name should be descriptive. (For example, accounting data
users)

e The group rame must be uniqtie to the computer. (Different from all
of the other group names and useriiames tat exist on that computer).

e Group names can bz up to 256 characters. The special

characters are not allowed.

Creating a Local Group
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1. Open the MMC and expand the Local Users and Groups
snap-in.
2. Right click the

MNew Group ﬂ

Group name: I

Grou pS fO | der D escription: I

tdembers:

and select the

New Group.
3. Type group

name and click

Create button.
4. Click Close fod. Va4

button. . ‘
Ereate_l Lioge |

6.14. Managing Local Grour Properties

After creating a group, you can add members to it. A user can velong to
multiple groups.

You can easily add and remove users through the Group Properties dialog
box. To access thz Group Progerties dialog icox double click the group

you wanf {0 manage.
From the Group Properties dialogy box, you I e =

Ceneral I

can change the group’s description and add

or ramove group members. When you click the @ V=g

Add buttori to add membaers, the Select 'Jsers

Description: for testing

or Groups dialog box appeais. In trus dialog Members:

box, you select the user account vou wish to
add and click the Add button. Click the OK
hutton to add the users to the group.

To remove a member from the group, select

the member in the ‘Sroup Properties dialog

box from members list and click the Remove Add. i

b utton. 0K | Cancel Al
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6.15. Adding User to Local Groups
1. Go to Group Properties dialog box. Click the Add button.

2. Select Users or Groups dialog box appears. Select the user
and click Add button and then click OK.

3. In the Group Properties dialog box, you will see that the user
has bee n iSelect Users or Groups 2]
Lok in: EMTSE j
added to the = — =
] €7 S TEM
group.  Click (Gl =renvess e
€ Guest MITSE
OK to close (27 ik J
the GrOUp ol Checkil es |
. << Typpe names separated by s=micolans o ~hoose from st >3 \ |
Properties
dialog box. ,
fs _I Cancel

Z

6.16. Renaming Groups

To rename a group, right ciick the group and choaose the Rename option

from the pop-up menu. Type the new namez of the group and press Enter.

6.17. Dzleting Group

To delete a group, right click the group and choose the Delete option
from the pop-up menu. A dialog box appears, which warns you that a
group wiil be deleted. Click Yes to delete.

Praciical

) Creatiing Local Users.
i)  Managing Local Users.
i)  Creating Local Groups.
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Iv)

Exercise - 6

Managing Local Groups.

Q.1 Fill in the blanks:

Q.2

VEIS

1)

vii)

The users stored on a member server are called ------------ .
(Local Users)

The users stored on a DC are called ------------ . (AD/ Domain
Users)

The group other than Administrators group on a member
server that can create its own users is ----------- . (Power
Users)

Path to Local Users and Groups viility i5 ------------ . (Right
click on My Computer--> Manage-->» Tools)

Local user is created by using ---------------- utility. {L.ocal

Users and Groups)
Number of tabs available in Local User Preperties dialog

Local group is createu by using ------------- utility. (Local
Users and Groups)

Short Notes:

D)
i)
iii)
Iv)
V)
Vi)

Built in Group Accounts
Creating New User

Deleting User

Managing Loca! Users Properties
Creating New Local Group
Aading User tc Local groups

53/211



Windows 2000 Server Administration VEIS Computer Education

CHAPTER 7
MANAGING ACTIVE DIRECTORY USERS AND GROUPS

7.1. Introduction

To create domain accounts for users, you use the Active Directory Users
and Computers utility. With this utility, you can add users to a domain in

the active directory.

7.2. Creating Active Directory Users

You can create Active Directory users by the Active Directory Users and
Computers utility. The procedure is as follows:

1. Select Start = Programs = Aaminisirative Tools = Active
Directory Users and Computers.

2. Active Directory Users and Camputers window appears. Right
click Users folder and select New from the nop up inenu and
then select User.

3. New Object - User cialog box appears. Tvpe the user’s first
name, initials,  last T v

name, and logon name €8 ceaen s comtisas

and then click Next.

izt narne I Initials:

The full name and pre Last aame: [

Full narne: I

windows 2000 logon naine

User logon name:

(for clients logging in from |

I@nits.com j
non WindOWS 2000 Opel'ating User logan name [pre-“windows 2000]:
|NITS\ |

systems) will be filled in

automatically when you

< Back I =2 Cancel

enter tha other information,

but vou can change them if desired. Click the next button.

4. Second dialog box appears in which type and confirm the user’s

password. Check the required check boxes and click Next. The
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7.3.

VEIS

5.

check boxes in this dialog box
allow you to specify that the user
must change the password when
the user logs on, the user cannot
change the password, the
password never expires, or the
account is disabled. Click the
Next button.

Click the Finish button.

VEIS Computer Education

New Dbject - User x|

Q Createin:  nits.com/U sers

Password: I

LConfim passwaord: I

™ User must change password at next logon
I User cannot change password
™ Password never expires

™ Account is disabled

< Back Mest » Cancel

Managing Active Directory User Propertics

To access the properties dialog box foi an active directcry user,

open the Active Directory Users ard Computers utility (8y selecting

Start, Programs, Administrative Tools, Active Directory User 21id Computers)

Open the Users folder and double click the user account.

Active Directory User Properties dialog box appears. It has twelve

main categories of properties wiich are as follows:

AN S N N N N

<
\

AN

N

General
Ad(‘ress General IAddlessI ,"\ccountl F'lc-[f'el Telephonesl Drganizationl MtLIL
A

g Surendra Mr. lNunia
Account
5 . First name: ISurendla Initialz: IMI
I‘ rOfI Ie Last narr 2 INunia
Telephones Dislap name. ISurendla br. Nunia

D escriron: I
Organization A |
Me mber Of Telephone number: Qther...

|
Dial in Emai |
: Wweb page: I Other... |

Environment
Sessions
Re mo-‘-e Control Start”J (] g ISSJ “ @Windows ZI.JDD server &d.., I @Active Dire.ctt

Terminal services profile
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) Configuring General Active Directory User Properties:

General tab contains the information that you supplied when you

set up the new user account. You can add information in the Description and

Office text boxes. You can also enter contact information for the user, including a

Telephone number, E-mail address and Web page URL.

i)  Adding Active Directory User Address Information:

Address tab is used to provide the address information for the user.

This tab has text boxes for the User’s street address, ~ost office nox number, City,
State or Province and Zip code. You can also select a Country or Region identifier

from the country region drop down list.

i) Controlling Active Directory Users Accounts:

Account tab is used to contral the user’s account. This tab shows the

Logon name information that you supplied when you set up the New user 2ccourit and
allows you to configure the following settings:

e The logor: hours for the user

e The computers that the user is allowea to log on from

e /Accournt policies that apply to the user

» When the account expires

a) Controlling Legon hours: You can contiol the logon hours by clicking Logon

hours command button. When you click the Jogon hours button, you see the logon
hours dialog bex, by default, users are allowed to log on 24 hours a day, seven
days a week.. logon hours are typically restricted during computer backups. You
might also wam to restrict logein hours for security reasons. A blue box indicates
that logon is permitiad. A wnite box indicates that logon is not permitted. You can
change logon hours by selecting the hours you want to modify and clicking the

'ogon: permitted radio button or the logon denied radio button.

b) Conwrolling Computer Access:

Yo can specify to logon from a particular workstation using Logon button. By
default user can logon from any workstation. When you click the Log on to

button, you see the logon workstations dialog box, this dialog box allows you to
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specify that the user can log on to all the computers in the network or limit the
user to logging on to specific computers in the network. For example, if the
administrator works in a secure environment, you might limit the administrator
account to only log on from a specific computer. You configure the computers
that the user can log on from based on the computer’s name. You add the
computers that are allowed by typing in the computer name and clicking the add

button.

c) Setting Account Options:

e User must change password at next logon.

e User cannot change password.

o Password never expires.

e Store password using reversible encryption.

The account options are similar to the password policies that you can set for

local user accounts.

d) Setting Account Expiration:

You can specify & specific date by Account expiration button. The end of radio
button at the bottein of the account tab lets vou set account expiration for a
specific cate. By default, accounts do not expire. You might want to set an
expiration date. This opticn is also useful in academic environments where
students need user accounts, but their accounts shouid be disabled at the end of

the academic perioqi.

Iv)  Setting up the Active Directory User Profile:

Profile tab aliows you to set up user profiles, logon scripts and

home folders. These options are configured in the same way as they are for local

ussr accounts. See the setting up the local user environment section earlier in this

chapter tor details on using the options in the profile tab.

v)  Adcding Active Directory User Telephone Information:
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Telephone tab, allows you to configure the user’s telephone

numbers for home, pager, mobile and fax. You can also add notes such as
don’t call home after 10:00 PM.

vi)  Adding Active Directory Organization Information:

Organization tab allows you to provide information about the users

role in your organization. You can enter the user’s title department, company,

and manager. You can also specify to whom the user directly reports.

vii)  Managing Active Directory User Group Membership:

Member Of tab displays the groups that the user belorgs to us. You
can add the user to an existing group by clicking the add button. it

Is used to manage a user’s group membgershin. To remove the user form a

group listed on this tab, highligint the grcup and click the remove button.

viii) Configuiing Dial in Properties:

Through Dial in tab, you can configure the user’s remote access

permissions for dial in (covered later).

iX)  Contiguring Terminal Services Properties:

Four of the tabs in *the active directory user properties dialog box contain properties
that relate the Terminal Services; Environment, Sessions, Remote control and

Terminal services profile (covered later).

7.

Gioups are an important part of network management. Efficient administrators are

&

Creating Active Directory Groups:

able to accomplist: the majority of their management tasks through the use of groups;
they rarely assign permissions to individual users.

You can create and manage Active Directory Groups through the Active

Directory Users and Computers utility. Active Directory Groups are
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created on a Domain Controller (DC). Procedure to create AD Groups is
as follows:
1. Click Start = Programs = Administrative Tools - Active
Directory Users and Computers.
2. Right click the Users folder, select New from the pop-up

menu and then New Dbject - Group x|

Se I ect G rou p . @ Create in:  nits.com/Users
3. New Object-

Group dialog box

Group name;

Group name [pre-windews 20000

appears. Type the = |

Group scope— Group type——
name Of the group " Domain loal ’75' Security
. ' Global 7 Distiibutior

in the Group € Lriverss \L |

name for — =

windows  2000. -
Pre-Windows 2000 group name will be filled automatically
but you can change it if desired.

4, In the Group scope section, select the scope for the group
(Domain Loca!, Global or Universal).

5. In the Greup type section, seiect the type of group that you
want to create (Security or Distribution).

6. Click OK.

AdPr Properties 2] x]

General IMambelsl Merber OF | Managed By |

7.5. Managing Active Diiectory Group g .

mﬂ‘ﬁ Group name (preiiindons 2000)  [BaPr
- Double click the group or right | : .
click the group and then select E S
Properties. _
|

ok Cancel | sl |
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Group Properties dialog box appears. The dialog box has

four tabs with options. These are as follows:

General Tab: Allows you to view and change the Pre-Windows

2000 group name, description and E-mail address. You can

view the Group scope and Group type but you cann’t change

these entries.

Members Tab: Allows you

membership.

to view and change group

AdPr Properties

General  *iembers | Member Dfl “anaged B_I,II

= Member Of Tab: Allows you
e nbers:
to VieW, add groups to Or I-Nﬂ | Active Directory Folder
remove groups from other
groups, if the group type
allows group nesting {one
group contained within
another group). : ‘
_Qdd_l Hemaye |
= Managed Bv Tab: Allows you
. . QK. | Cancel Apply
to view and change (e user
who manages the group.
apdproperieN N/ HE|
Gene‘all Members  hember OF | Maraged Byl Gener;li Membersl Member Of  Managed By |
emb.r of: I Hame; Inits.com.-"Surendra br. Munia
| Mame | Active Din=ctory Folder | Change... | View | Clear |
Office: |
Street: :I
[]
Lity: I
State/province: I
_Agd... I Hem we_l Country/region: I
12:1: gStLgirsdploanﬁ;i:?]r‘.gtLDeu?oS[;‘th the local domain and universal groups Telephane number: I
Eax number: I
QK Cancel Apply QK Cancel Apply

VEIS
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Practical

i)
i)
i)

Iv)

Exercise - 7

Creating AD Users.
Managing AD Users.
Creating AD Groups.
Managing AD Groups.

Q.1 Fill in the blanks:

Q.2
i)
i)
i)

VEIS

i)
i)
ii)

Iv)

v)

AD users and Groups are created by ----------- utility. (AD
Users and Computers)

AD Users and Computers utility is accessed by------------- :
(Clicking Start--> Programs--> Adminisirative Tools)

AD User Properties dialog box hag ---------- tabs. (12)
Account tab in AD User Properties dialog box is used to
manage ----------------- . (Logon hours for the duser, the

computers that the user is allowed to logern from, account
policies that applies to the user and wheii the account should
expire)

AD Group Properties uialog box has ----------------- tabs. (4)

Write short Notes:

Creating AD Users
Managing Account Properties cf AD User
Creating AD Groups
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CHAPTER 8
MANAGING SECURITY SETTINGS

8.1. Introduction

Windows 2000 Server allows you to manage security settings at the local

level, for a particular computer or at a domain level. Any domain security

policies you define will override the local policies of a computer.

e To manage local policies, you use Group Policy with the local
computer Group Policy object.

e To manage domain polices, you use Group Policy with the domain

controller Group Policy object.

To facilitate your policy management tasks, you can add the Local Computer Policy ani
Domain Controller Security Policy snap-ins to the Miciusoft Management Conscle
(MMC). You can also access the Account Pclicies and Local Policies by selecting Start-

Programs- Administrative Tools- Domain Security Policy or Loca! Sccurity Policy.

8.2. Creating Management Console For Security Settings
1. Click Start-=> Run, type MMC in the Run dialcg box and click the

O\ button to open the MiMC window.
2. From the rnain menu, select Consoie - Add/Remove Snap-in.
3. Add/Remove Snap in dialog box appears. Click the Add button.
4. Highlight the Group Policy option and click the Add button. Local
Coraputer Policy is added in the MMC.
5. The group policy object specifies local computer by default. Click
the Finish button and then click the Close button.
in the Add/Remove Snap-in dialog box, click the OK button.
Firom the main menu, select Console - Add/Remove Snap-in.
Add/Remove Snap-in dialog box appears. Click the Add button.
Highlight the Event Viewer option and click the Add button.

© o N/
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10.Select computer dialog box appears with local computer selected
by default. Click the Finish button and then click the Close button.
11. In the Add/Remove Snap in dialog box, click the OK button.
12.Click Console = Save As. It saves the console (any name) in the
Administrative Tools folder which is the default location and click
the Save button.
You can also access this console by selecting Start = Programs -

Administrative Tools = Local Security Policy.

8.3. Using Account Policies

Account policies are used to specify the user account properties tiat

relate to the Iogon process. They allow you to cenfigure computer security settings for

passwords, account lockout specificatioiis, and kerberos authentication within a domair.

After you have loaded the Group Policy shap-in in the MMC, you will see an optior: for l_ocal
Computer Policy. TO access the Account Poiicies folder, expand the Local
Computer Policy-— Computer Configuration--> Windows Settings-—>

Security Settings--> Account Policies.

unsnle Root", Lnuter Policy®, Enmpnﬁguratlun e _ 8] =]
. I el I e B [y

| Action |C|:|nsc|| Ru:u:ut'l..u:u:al Cnmputer F‘u:ulu:y'LCcumputer Configuration) Wwindows Setkings) e

Trex |Fa'-.ﬂ:-r.-.es I Mame £
| El@ Compauter Configuration = (&Password Paiicy
: - -] Software Settings (& account Lackaut Palicy
El I:I Ju'lndn:nws Settings [(Bkerberos Palicy
o ) Scripts (Seartup/Shutdown) J
2. 'r Securicy Sethings

E@ Account Policies
- Local Policies

|:| Public Key Policies -
L] |
I | |

N =

If you are cn a Windows 2000 member server, you will see two folders

namely Password Policy and Account Lockout Policy. If you are on a
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Windows 2000 Server computer that is configured as a Domain

Controller (DC), you will see three folders namely Password Policy,

Account Lockout Policy and Kerberos Policy. The Account Policies available for

member servers and domain controllers are described in the following sections.

8.4.

Setting Password Policies

Password policies ensure that the security requirements are enforced on

the computer. It is important to note that the password policy is set on per

computer basis and it cannot be configured for siecific users.

The password policies, which are defined on Windows 2000 member

servers are as follows:

Password Policy Options

Policy Description ' Default ' Minimum | Maximum
Enforce Keeps track of | Remember 0 | Same as | Remember
Password user’s password | passwords defauit 24
History history passwords
Maximum Maximum Keep Keen Keep
Password | number of days | password for | password | password for
Age user can Keep 42 days 1 day up to 999

valid password days.
Minimum How long 0 days Same as | 999 days
Password password must | (passwordcan | default
Age be kept before i¢ | P& changed

immediately)
can be changed.
' Minimum Minimum 0 characters | Same as | 14 characters

Password number of (no password default
Length characters required)

password must
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contain
Password must | Allows you to install | Disable Same as Enabled
meet complexity | password filter default
requirements
Store pass word | Specifies higher Disabled Same as Enabled
using reversible | level of encryption default
encryption for for stored user
all user in the password
domain

Password Policies are used as follows:

e Enforce Password History option is used so that user can ot use the
same password. Users must create a rnew password when their
password expires or is changed.

e Maximum Password Age cntion is used so that after the maximum
password age is exceeded, users are forced to change tiieii password.

e Minimum Password Age option is used to prevent users from
changing their passwords several times in rapia succession in order to
defeat the purpose of the enforce password hiztory policy.

e Minimum Password Lengih option is used to ensure that the users
create a password as well as to specify that it meet the length
requirement. !f this option isn’t set, users are not required to create a

password.

o Password Must Meet Complexity ortion is used to prevent users form using as passwords
items found in a dictionary of common names.
e Store Passwcrd Using reversible encryption for all users in the domain option is used to

provide a higher level of security for user passwords.

Procedure for Setting Password Policies is as follows:
1. Select Start - Programs -> Administrative Tools - Local
Security Policy OR
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2. Expand the Local Computer Policy snap-in in the MMC.
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3. Expand the folders as follows: Computer Configuration, Windows

Settings, Security Settings, Account Policies and Password Policy.

4. Open the Enforce Password History policy. In the effective policy

setting field, specify 5 passwords remembered and click the OK

button.

5. Open the Maximum Password Age policy. In the local policy

setting field, specify that the password expire in 60 days and click

the OK button.
8.5. Setting Account Lockout Policies
The account lockout polices are as follows:
Policy Description [ Default | Minimum | Maximum |
Account | Specifies number  of | G (disabled | Same as | 999
Lockout | invalid attempts allowed | account will | default attempts
Threshold | befors account is locked | ™' he
lockea out)
out.
Account | Specifies how long|[0; but if| Same as | 99,999
Lockout |acccunt will  remain | account default minutes
Duration |locked if  Account| fresold is
] | enabled, 30
Lockout Threshold is minutes
exceeded.
Reset Specifies how long | 0; but if| Same as|99,999
Account | counter will remember | account default minutes
Lockout |unsuccessful logon threshold is
_ enabled, 5
Counter | atternpts. minUtes
After
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8.6.

Kerberos version 5 is a security protocol that is used in Windows 2000

Setting Kerberos Policies (Only for Domain Controllers)

Server to authenticate users and network service. This is used for dual
verification.

When a Windows 2000 Server is installed as a domain controller (DC), it
automatically becomes a Key Distribution Center (KDC). The KDC is
responsible for holding all of the client passwords and account
information. Kerberos services are also installed on each of the Windows

2000 client and server.

The kerberos authentication involves the followings steps:

1. The client requests authentication from the KI)C using a password Gr smart cara.

2. The KDC issues the client a Ticket Granting Ticiet (TGT). The client can use the
TGT to access the Ticket Granting Service (TGS), whichi allows the user to
authenticate or services withiii the uomain. The TGS issues service tickets to the
clients.

3. The client presents the service ticket to the requested netwerk service. This service
ticket authenticatzs the user to the service and tine service to the user, for mutual
authentication.

Kerberos Policy Options:

Policy Description Default local setting | Effective setting
Enforce usar logon Specifies that any Not definer Enabled
restrictions logori restrictions
| wiil be enforced
Maximum life time Specifies the Not zefined 600 minutes
for service ticket maximum age of a
service ticket before
in must e renevved
Maximum life time Specifies the Not defined 10 hours
for user tickat maximum age for a
user ticket before it
must be renewed
Maximum life time Specifies how long a | Not defined 7 days
for user ticket ticket may be
renewal renewed before it
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must be regenerated

Maximum tolerance
for computer clock

synchronization

Specifies the Not defined
maximum clock

synchronization

5 minutes

between the client
and the KDC

8.7.

Account Policies are used to control logon procedures and Local Policies

Using Local Policies

are used to control that a user can do after loggixig on. with local policies, you
can implement auditing, specify user rights, and set secu: ity cptions.

To use Local Policies, first add the Local Cornputer Policy snap-in to the
MMC. Then, from MMC, to access the Loc<al

Computer Policy, Computer Configuration, Windows Settings, Security

Paolicies folder, click L.ocal

Settings and Local Policies.
There are three folders under Locai Policies: Audit Folicy, User Rights

Assignment and Security Options.

[T Console Root",

al Computer Polic

N Configuration', ... [l[=] B3
J.C'.ctlon [ o Te=ll s m@m e
|Cr~ ISDlE R at'l,Lu:u:aI Cu:umputer PEI|IC';.-"I,CL rnpur,r Configurakion!Windows Settings'

Tres I Favarites | Mame # I

I:l Crisole Rook =1 | C&8 audit palicy '

= @ Loral Camputer Paolicy [[8User Rights Assignment |
=8 gﬂ Computer Configuration ESEcurity Options i
. E-[10 software Settings

E| [:l Windows S:atkings

ING e H] Seripts (SkareupShukdown)
-H Security aettings

_I {28 pccount Policies

E {12 Local Policies

[t W A

v o

q E
| | |

S

5.2.  Setting Audit Policies:

By implementing auditing you can watch what users are doing.

You audit events that relate to user management through the audit policies. By tracking certain events,

you can create a history of specific tasks, such as user creation and successful or unsuccessful logon
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attempts. You can also identify security violations that arise when attempt to access system

management tasks that they do not have permission to access.

When you define an audit policy, you can choose to audit success or failure of specific events.
The success of an event means that the task was successfully accomplished. The failure of an
event means that the task was not successful accomplished.

By default, auditing is not enabled, and it must be manually configured. Once auditing has

been configured, you can

Tﬂl Console Root'Local Computer Policy',Computer Configuration', ... [E =]
see the results of the J fction  Wiew  Faworites “ o= | | 7 | E%

audit through the event | Tres | Favarites | :Ii-:v !
=.. Local Commuter Polic " El Audit account logon events
viewer Utility. (The event B %@ Compj’ter C.:.nﬂgl};ratil:ln _: E@m it account management
-2 Software Settings Lﬁ{:ﬂ.ﬂ\udit direciory service access
viewer utility is covered £ Windows Settings I ) it logan events
] acripks {Startup/Shutdown) — 4 [ﬁ-l_:'j.f\udit object access
late r)' = Er Security Settings I»!'.l_u:lit policy change
i @ Account Palicies ,q._,.jit privilege use
E@ Local Policies F'.uu:lit prorzss kracking
% Audit o icy + | | B8] sudt system everts
L e A

L

Setting Audit Polices:

1. Go to the Locai Computer Policy snap-in in the iviiviC.

2. Expand the fciders as follows: Ccmputer Configuration -
Windows Settings > Security Settings - Local Policies -
Audit Policy.

3. Open the Audit Account Logon Events event’s policy. In the
local poiicy setting field, audit the attempts. Check the boxes
for Success and Failure and Click the OK button.

4. Open the Audit Account Management policy. In the local
policy-setting Tield check the boxes for success and failure and
Chck the OK button.

5. L.og off as Administrator. Attempt to log on as different user,
which does not exists. (Means logon will fail).

6. Log on as Administrator. Open the MMC and expand the Event

Viewer snap-in.
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7. From Event Viewer, open the security log. You should see the

audited events listed in this log.

Audit Policy Options

Policy Description

Audit Account Tracks when a user logs on, logs off or
Logon Events make a network connection.

Audit Account Tracks user and group account creation,
Management deletion and management actions.

Audit Object Access | Audits access to files, folders and printers.

8.9. Assigning User Rights:

The user right policies determine the rights that a user or a group has on

the computer. User rights apply to the system. They are not the same as
permissions, which apply to a specific object.

An example of a user right is the back up files and directories right. This right allows a user
to back up files ard folders, even if the user does not have parmissions through the file
system. The other uszr rights are simiiar in that they deal with system access as opposed to

resource access.
User Righits Assignment Policy Options:
Right Description
TA\CCESS this computer from the | Allows a user to access the computer from

network the network

_Chanqe the system time Allows a user to change the internal time
of the computer

Shut down the system. Allows a user to shut down the local
windows 2000 computer.

Log On Locally Allows a user to log on at the computer

where the user account has been defined.
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Setting Local User Rights:

1. Go to the Local Computer Policy snap-in in the MMC.

2. Expand the folders as follows: Computer Configuration -
Windows Settings > Security Settings - Local Policies -
User Rights Assignment.

3. Open “Change the ‘thAd - [Console Root' Local Computer Policy',Com... [El[=]

J% Console  Window  Help |J D = H | |;|i|5|

System Time” user

J Action  View  Favorites
right. | & = [mfm| % B e
. Tree IFavorites | rPoIicy [ :I
4, LOCa| SeCUI'Ity [:l Cansole Rook e Act &s part of the o
; . . -+ Local Users &nd Groups (Local) .C\.dd workstations ke
POI |Cy Settl ng d|a|0g =-#2% Local Comnuter Palicy Back up files and dir
EI@ Computer Configuration B8Ry pass traverse ch—
bOX ap pears_ Cl |Ck D “oftws re Settings @}_ﬂchange the system
ED ‘Windows Settings Eﬂ (Crzate a pag=fie
the Add button =) scripts (SFEYtuﬂIShUJ J_','-—.i_ﬂCreate a token obje
) . B EIUHW Settings 4] Create permanent <
-- Acrount Poicies Debug programs
5. Select Users or =08 Local Polces [@¥]Deny access o this
. : @ Audit Eallcy Den\,f loazn as a hal
Groups dialog box WET] | |
_P 4 »
appears. Select the | ~

user to whom you would like to assign right. Click the Add
button arid then click the OK button.

8.10. Derining Security Options:

Security options are used to configure security for the computer. Unlike
User Rights policies, which are apgiied to a user or group, Security

Option policies apply ta the computer.

Security Options:
' Option Description Default
Nisable CTRL+ALT+DEL | Allows the Ctrl + Alt + Not defined

. D .
requirement for logon elete requirement for

logon to be disabled
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Do not display last user Prevents the last user name | Disabled

. in the logon screen from
name in logon screen

being displayed

Prompt user to Change Prompts the user to change | 14 days before

N the password before assword
password before expiration passw passw

expiration expiration.

Defining Security Options:

1.
2.

8.11.

Go to the Local Computer Policy snap-in in the MMC.
Expand the folder as follows: Computer Configuration,
Windows Settings, Security Settirigs, Local Policies, Security
Options.
Open the policy “Do not display iast user name in 1agon
screen”. In the Local Policy Setting ciick £Enabled.
Log off and log on to see the effect.
If security policy is not taking effect, then go to the Command
Prompt by clicking Start--> Programs-->  Accessories -
Command Prompt ard type 3Secedit [/ refreshpolicy

macnine_policy and press Enter. It may be Lacause the group policies are

oniy applied periodica'iy.

System Pclicies

Through the system policies. you can control the computer’s system

configuration and the user’s work environment. You can set the system

policies for specific users, groups and computers, as well as for all users

and all computers.

System policies are commonly associated with Windows NT 4.0. In Windows 2000 it is

recommenucd that you use Group Policy to manage user’s Desktop settings.

System policies are configured only on domain controller and to

configure on Professional computer, install AIDMINPAK utility.

VEIS
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User and Group System Policy Options

Policy Options

Control Panel Allow you to specify display settings such as hiding the screen saver.

Desktop Allow you to configure wallpaper and color scheme.

Shell Allow you to configure restrictions such as hiding drives.

System Allow you to set restrictions such as disabling the registry editing
tools.

Windows NT Shell | Allow you to configure Windows NT custom folders.

Windows NT system | Allow you to specify whether or not to parse autoexec.bat and logon
scripts.

Creating a System Policy for a User or Group

To configure a system policy for a user or group, take the following
steps:
1. Select Start = Run, type FOLEDIT and click the OK butten.
2. System Policy Editor window cpens.
¥ systemPolicyEdbor N\ L _____~  MEE]

File Edit Wiew Options Help

] =2 =N Al S
N -
[ 4
3. Select File > New Policy.
4. System Policy Editor displays icons for Default Computer and

Cefault User.
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VEIS

£ System Policy Editor -... [I[=]
File Edit Wiew Options Help

D||d| &lela]x]

€

Default Default User
Compuker ;I
|2 entries o

Select Edit = Add User (or Add Group).

To Add User (or Add Group) dialog box appears. You can type
the name or click the browse button to select from a list of
available users or groups. After adding the user or group, click
the OK button.

The user (or group) you selected appears in tie Svstem Policy Editor window.

To edit or view the uLser’s or group’s poiicy settings, double
click the user or group.

The policies are listed under the Policies tab of the User
Properties diaiog box. Click an option that you want to

configure.

Policies |

rﬁ Default Uszr

- Coviral Panei

@ Desktop

- Shel

=i Sustem

-8 windows MT Shell
@ Windows NT System
ﬂ@ Windows MT User Profiles

ar. Cancel
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9. List of all policies that can be defined are displayed. Check the
check box to apply a policy.

You can configure each option as follows:

A grayed-out box

indicates that no Pnliciesl

policy is applied. [ Default User

. - Control Panel

- A check in the - @ Deskiop

=40 Shel

check box -4 Restrictions

Remove Run command from Start menu
Remove folders from Settings on Start menu
Remaowe Taskbar froe Satings on Start menu
Femove Find Zommand from Stadt menu

Hide drives in My Comouter

Hide Metwork Meghborhoog

Mo chtire Metwark, in Metwork, Meighbarhood
Fio warkgroup contents in Wetwark, Meighbarhood ;l

| »

indicates that the

policy should be
applied.

- A blank (or white)

check box

indicates that the

policy should not
be applied. I V4

OF. I Catrel |

10.  After you have finishedallting all the policies, save the policies

by selecting rile > Save. The policies will be saved under

C:AWInnt\Sysvol|Youraomain\Scripis\Ntconfig.Pol.

Practicai

) Crating MMC for Security Settings.

i) Using Acccunt Policies (Setting Password Policies and Setting
Account Lockout Policies).

i) Using Local Policies (Setting Audit Policies, Assigning User
Rights and Defining Security Options).

Iv)  Coniiguring System Policies.
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Exercise - 8

Q.1 Fill in the blanks:

Q.2

VEIS

1)

i)
i)

Iv)
v)
Vi)

vii)

The local policy, which is only available on the DC is
. (Kerberos Policy)

KDC stands for . (Key Distribution Centre)
Account policies are used to . (Control logon
procedures)

Local policies are used to control . (that a user
can do after logging on)

System policies are used to control . (computer’s

system configuration and the user’s work environment)
Utility used for creating System rolicies s

(POLEDIT)
You can configure System Policies on a Professional
computer using utiiity. (AIDMINPAK)

Write short Notes:

i)
i)
i)

Iv)

Accessing Local Computer Policy
Account Policies

Local Policies

System Policies
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CHAPTER 9
MANAGING DISK

9.1. Introduction

Through Windows 200 Server Disk Management utility, you can
configure the followings:
) File system. (Conversion from FAT16 or FAT32 partition to NTFS).

i) Physical drives. (Conversion from basic storage to dynamic storage).

9.2. Configuring File System

File systems are used to store and locate the files you save on vour hard
disk drive.

Windows 2000 supports the FAT16, FAT32 and NTFS file systems,

You should choose NTFS to take the advantage of features such as local szcurity, file

compression and file encryption.

(i)  File Svstem Capabilities

Feature FAT16 |FAT32 NTES
Operating Most Windows 9%, Windows NT
system support 98, 2000 & OS2 | and 2000
Long filename Yes Yes Yes
support?

Efticient use of | No Yes Yes

disk space?

_Compression No No Yes
support?
Quota support? | No No Yes
Encryption No No Yes
support?
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9.3.

Local security No No Yes
support?

Network security | Yes Yes Yes
support?

Maximum 2GB 32GB 2TB
volume size

Windows 2000 Server also supports CDFS (Compact Disk File
System) and UDF (Universal Disk Format). However, CDFS
cannot be managed. It is only used to mcunt and read CDs. UDF is
used to read DVDs (Digital Versatil2 Disk).

Note: HPFS (High Performance File System) is 11sed on Windows

NT 4.0 and earlier versisns.

(i)  Converting 2 FAT Partition to NTES:

Windows 2000 provides the Convert ccmmand line utility for

converting a FAT 16 or AT 32 partition to NTFS. The syntax for
the Convert command is:

Convert [drive:] /fs:rifs

After the conveision process i1s completed, close the command
prompt dialcg box. If the conversion doesn’t occur immediately,
specify that the conveision should take place, next time when the

computer is restarted.

Conriguring Disk Storage

Windows 2000 Server supports two types of disk storage:

(1)

VEIS

Basic Storage- Basic storage is backward compatible with other

operating systems.
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(i)  Dynamic Storage- Dynamic storage is a new system that is

configured as volumes.

Basic storage

Basic storage is backward compatible with other operating system and

consists of primary and extended partitions.

The first partition that is created on a hard drive is called a primary partition. The
primary partition uses all of the space that is allocated to the partition. With extended
partitions you can allocate the space however you like. For example, .« 500MB extended
partition could have a 250MB d: partition and a 250 M.B e: sartition.

An advantage of using a partition on a single physical disk is that you can allocate the
space however you want. For example, if you had a 1 GB physical drive and you created
a single primary partition, you could allocate the space on the drive 25 needed. On the
other hand, if you created two 500 MR partitions cailed C: and D:, and C: was fuil and
D: had space left, you could nct take space from the d: drive without deleting the
partition first.

One of the advantages of using multiple partitions an a single prysical hard drive is that
each partition can have a different file system. For example, the C: drive might be fat32
and the D: drive might be NTFS. Multiple —pantitions also make it easier to manage

security reguiremeits.

Dynamic stoiage:
Dynamic storage is a new feature of Windows 2000 that consists of a

aynamic disk divided into dynarnic volumes. Dynamic volumes cannot

cornitain partitions or logical drives, and they are only accessible through windows 2000

systems.

9.4. Different Volumes of Dynamic Storage

Windows 2000 Server dynamic storage supports following types of
dynamic volumes:

(i)  Simple volumes
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(i)  Spanned volumes
(iii)  Striped volumes
(iv) Mirrored volumes
(v) RAID 5 volumes

When you install or upgrade to Windows 2000, you are using basic storage, and you
cann’t add volume sets, but you can upgrade from basic storage to dynamic storage.

To set up dynamic storage, you create or upgrade a disk to a dynamic disk. Then you
create dynamic volumes within the dynamic disk. You create dynamic storage with the
Windows 2000 Disk Management utility.

(i) Simple volumes

A simple volume contains space from a single dynariic drive. It can
be formatted with FAT, FAT 32 or

NTFS. The space from the single drive can be
Simp'z Volurre C\
contiguous (adjacent or neighbour) or non- 168

contiguous. Simple volurnes are used when you Simple Volume D

have enough disk space on a single drive to hold 168

your entire volume.

Physical Disk 0
2GB

(if) Spanned volumes:

Spanned volumes consist of disk space ¢in two or more dynamic disks.
Up to 32 daynamic disks can ke used in a spanned volume
cenfiguration. When you cieate spanned volumes, the data is written
sequentially, filling space ¢n the first physical disk before writing on
the next physical disk in the spanned volume set. Capacity of all the

disks should be the same. Typically, administrators use spanned volumes when

they are running out of disk space on a volume and want to dynamically extend the
volume with space from another hard drive. You do not need to allocate the same amount

of space to the volume set on each physical drive.
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Data is written sequentially, you do not see any performance enhancement with spanned

volumes.

Data Written
Sequentially

Physical Disk D Physical Disk 1 Physical Disk 2 Physical Disk 3
1GB 500MB 750MB 750MB

Spanned Volume Set D:\

(iii) Striped volumes

Striped volumes store data in equal strines between two or more

(up to 32) dynamic disks. Data is written sequentialiy in the stripes.

The main disadvantage of striped
volumes in that if any drive in the
striped volumes set fails, you loze

access to all of the data in the

striped set.

Physica! Disk 1 Physical Disk 2 Physical Disk 3

—

Striped Wotume Set D\

(iv) Mirrored voluines

Mirrored volumes are copies of two simple volumes stored on two
separate physicai disks. Suppese vou have a primary disk and a
secondary disk, the data wiitteri to the primary disk is mirrored to

the secondary dick. Mirrored volumes provide fault tolerance if one drive in the

mirrored volume fails, the other drive still works with out any interruption in service

or loss cf data.
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Disk Mirraring

Controller

Physical Disk 0 Physical Disk 0
Primary Secondary

Controller 5
Physical Disk 0-
Primary

Disk Duplexing

PG LD

Controller
Physical Disk 0
Secondary —

(v) RAID-5 Volumes

RAID stands for Redundant Array of Inexpensive Disks. RAID-5

volumes are similar to the striped volumies. In addition, RAID-5
volumes place a parity stripe acrass the volume. RAID-5 volumes
require at least three physical disks (uh to a maximum of 32 disks),

using an eoual size of free space on ail of the disks. (Parity is a
mathematical caiculation performed on the data that provides information that can

be used to rebuild data on failed drives). If a singie disk within the volume
set fails, the parity information stored on the other disks can be
used to rebuild the data on the faiied disk.

Advantaqes or RAID-5

()  Fault tolerant.

(i)  Provide good performance because of multiple channels
1/0.
(11i))  Occupy less space for fault tolerant than mirrored

volumes.

The main advantage of RAID-5 volumes is that they are fault tolerant and provide
good performance because this configuration used multiple disk I/O channels. The

other advantage of raid 5 volumes is that they require less disk space for fault

82/211



Windows 2000 Server Administration VEIS Computer Education

9.5.

tolerance than mirrored volumes need. A mirrored volume set used half of the
volume set to store the mirror. A RAID-5 volume set requires only the storage
space of one drive in the volume set to use to store the parity information. For
example, if you have three 5GB drives in a RAID-5 volume set, 5 GB of the volume
set is used to store parity information, and the remaining 10 GB can store data. If
your volume set contained five 5GB drives, you could use 20 GB for data and 5
GB for storing parity information.

The main disadvantage of a RAID-5 volume is that once a drive fails. System
performance suffers until you rebuild the RAID-5 volume. This is because the
parity information suffers until you rebuild the RAID-5 volume. This is because
the parity information must be recalculated threugh memorv to reconstruct the

missing drive. If more that one drive fails, the RAID-5 volume becomes

inacces
sible. \\
At that ‘i RAID-5 Volum: Set
point, [ pa—
Physical Disk 0 Physicai Disk 0 Physical Disk 0
you Primary Secondary Secondary
must

restore your datz from your backup riedia.
Note: In order to have full permissions to use the disk management utility, you should be

logged or with zdministrative privileges.

Disk Managemerit

The Disk Management utility is a graphical tool for managing disks and

volumes. To access this utility proceduire is as follows:

(1)

(i)

VEIS

Click Start-—> Settings-—> Control Panel--> Administrative Tools-
- Ccmputer Management-—> Storage--> Disk Management. OR

You can also access by right clicking My Computer, selecting
anage and expanding Computer Management, Storage and Disk

Managerent.
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9.6.

O Computer Management = =] B3
J ackion  Wiew |J¢l -b|||§“
Tree I Wolume | Layouk | Tvpe | File Syskem | Skatus =
Computer Managy S Mew Yolume (... Part?t?on Bas?c NTFS Healthy
Elﬁ@ System Taoks =IPR (2 Partition Basic FAT Healthy
@ Event Vier | SPSECL (D:) Partition Basic FaT Healthy
g Syskem Ir | SPSEC2 (B Partition Basic FaT Healthy—
- Performar |SVSECS (F2) Partition Basic FAT Healthy
- Shared Fe |4 | »
Lo 8 Digvice Me
[-#% Local Uset | E@pisk o
EI@ Storage Basic PR {C:)
-4 Disk Mane || 2.01 GB 2,00 GE FAT & ME
. ﬁ%_ Disk Defrz Onlirne: Healthy (Syskem) Unallocate:
Q Logical D -
- Removab] E.D'Sk i IS
[]__& e Basic SEC1 {D: SECZ {E |[SEC3 {F: ||SEC4 (C
1| 25068 2006BF |z.0068¢ ||2.006rF 1164 a1 Wizt mif|1.42 B
Onlirne: Healthey (¢ [ ||Healthy { | [Healthy | |HEaIL:‘.'}.-' ealthi}| |Unallocate
| | ] B Unallocated [l Frimary Partition [ Estr.nded Partition [l] Logical Drive |

The main window, shows tie following information:

The volumes that are recognizec by the computer.

The type of partiticn, either basic or dynamic.

The type of fiie system used by each partition.

The statiis of the partition and whether or not the partition contains
the syster or boot partition.

The capacity, or arount of space, allccated to the partition.

The arnount of frez space remairing cn the partition.

The amount of overhead associated with the partition.

IManaging Basic Tasks

You can pertorm the following basic tasks:

S

VEIS

View disk and volume properties.
Add a new disk.
Create partitions and volumes.

Upgrade a basic disk to a dynamic disk.
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e Change a drive letter.

9.7.

Delete partitions and volumes.

Disk Properties

To view the properties of a disk, right click the disk and choose

Properties from the pop up menu. This brings up the Disk Properties

dialog box.

Disk 1 Properties & |
General |
@ Digk: Tigk 1
Type: Baziz
Status: Onlire
Capacity: 726 MB

nallozated Space: 145) MR

Devies Type: IDE [Pork:1, Target D 0, LUM:O)
Hardware Yendar: SAMSUMG Sy0220
Adapter Mame; s=condary IDE Channel

Yolumes contained on thiz dizk:

Miolume | Capacity -
= New Yalume [H:] 291 MB —

=ISECT D) 2047 MB -
Eroperties |

k. | Cancel | S [ |

This dialog box displays the Tollowing disk properties:

VEIS

The Disk Number.

The type of disk (Basic, dynamic, CD ROM, removable, DVD, or
unknown)

Tne status of the disk (online or offline)

The capacity of the disk.

The amount of unallocated space on the disk.

85/211



Windows 2000 Server Administration

VEIS Computer Education

e The hardware vendor who produced the drive.

e The hardware device type

e The adapter name

e The logical volumes that have been defined on the physical drive.

9.8.

Volume and L ogical Disk Properties

On a dynamic disk, you manage volume properties and on a basic disk,

you manage logical disk properties. Volumes and iogica! disks perform

the same function.

To view the properties of a logical drive, right click the logicai drive and

choose Properties from the pop up menu. Voluine properties are

organized in seven tabs for NTI=S and five tabs for FAT. These are

General, Tools, Hardware, Sharing, Security, Quota and Web Snaring.

The Security and Quota tabs appear only fcr NTFS volume.

(i)  General Tab: This shows the iabel, file system type, used and

New ¥olume {H:) Prope ?I X'!

Security | Yuota I Web Sharing
»
General | Tools | Hardware | Sharrg
Label: INew Wolume
=
Type: Lial Disk.
Fle system; MTFS
. ‘lsed space: 3320832 bytes 316 B
. Fi=e zpace 259 887 B bytes 247 MB
Capavity: 263,208,448 bytes 251 B

S

Drive H Diigk. Cleanup... |

™ Compress dive to 3 3ve disk space

v Allove 'dexing Service bo inds x thiz disk for fast file searching

7]

General |Tools I Hardinarel Sharingl \w'eb Sharingl
g' Label:

ISEC3

TypE: Laocal Dizk
File system: FAT

V4 Uszed space: 1,506,672 640 bytes 1.40 GB
. Free space: £:39,795,200 bytes 510 MB
Capacity: 2146 467 2340 bytes 1.99GE

Drive F Dizk Cleanup... |

ok Cancel LEpl

VEIS

QK | Cancel | Lpply |

free space and capacity of
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the volume.

(i)  Tools Tab: Tools tab has three tools:

New ¥olume (H:) Propetties x|
Security | Quota I Web Sharng
General Tools | Hardware I Sharing

— Emar-checking

Thig optior will check the wolume for

emars.
Check Maow... |

— Backup

E"ﬁ Thiz option v Dack wp Sas on the volume,

=]
Backup Now. .. |

— Def agment stioh

'ﬂ % " hiz option will defragment files = ine wolume.

=

Cetragret Maow...

QK Cancel _: L apli

e Error Checking - Check the disk for errors.

e Backup - This backs up the files cn the disk. (Backup

procedures are covered later in, “performing system recovery functions™).

« Deiragmeintation - Defragments files on the disk.

Defragmentation is covered in detaii later in the “defragmenting disks™
section.
SEC3 {F:) Properties K3

Generall Tools  Hardware IShalingI

(1) Hardware Tab: Displays the

Al digk drives:
. . Mame | Type |
hardware associates with the |=swsmesioz Dik dives
I SAMSUNG WN321E204 [2.16 GE) Disk drives
1= Floppy disk drive Floppy disk....

disk drives. For more details about a

hardware item, highlight it and click the

— Device Propertie:

M anufacturer: [Standard disk drives]
v a

P ' ODertl 25 Hardware Revision: Mot available
Location: Location O (0]

Device Status: This device is working propery.

Troubleshoot. . | Properties |

oK | Cancel | Ll |
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(iv) Sharing Tab: Allows you to specify whether to share or not to
share the disk. By default, all volumes are shared. The share
name is the drive letter followed by a $ (dollar sign). The $

indicates that the share is hidden. From this dialog box, you can set the

user limit, permissions, and caching for the share. Sharing in covered in
*““accessing files and folders.

(v)  Security Tab: The security
tab of the volume properties FEREIE 2D 2]

dialog box appears only if the General | Tools | Hardware | Shaing  Securt; iuuuic!

H ane |
volume is NTFS. The security [ N\

Fernove I

tab is used to set the

NTFS permissions fcr the

volume. By defaul \, Penissions: Allow  Deny

Full Contral | O
Everyone ¢ioup allow full Modify 0

v tead & Execute a

control perraissions at the List Folder Conteris O

Read O
roct of the volume. wite O
(Managing file syster secuirity is [advnced. |
covered in later Chapter). [

0K | Cancel | Appl |

(vi) Quota Tab: The quota tak of the volume properties dialog box appears only if
the volume is NTFS. Through this tab, you can limit the amount of
space for users to use within the volume. (Quotas are covered in

detaii later in this chapter in the “setting disk quotas’ section).

(vii) Web Sharing Tab: By default, Internet Information Services (11S) is installed

and started on a windows 2000 server computer. If Internet Information

Services (11S) is running, you will see a tab for web sharing. (The
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web-sharing tab is used to configure folder sharing for 1IS. 1IS is covered in

chapter, “ managing web services.”)

9.9. Adding a New Disk

Adding a disk depends on whether your computer supports hot swapping

of drives or not.

(i)  Computer doesn’t support hot swap: If your computer does not

support hot swapping, shut down the computer and then add the
disk. When you’re finished, restart the cornputer. As soon as you
will start the Disk Management utility, you will be prompted to
write a signature to the disk so that Windows 200C Server will

recognize it. By default, the new drive will be cenfigured as a dynamic disk.

(i)  Computer supports hot swap: If your computer suprorts hot

swapping, you nzed not to turn off ycur computer and add the disk
according tc the manufacturer’s cirections. Then, open the Disk
Managernent utility and select Action = Rescan disks. The new

drive wili appear in the Disk Management utility.

9.10. Creating Partition

To create a partition from urallocated space on a basic disk, use the
Create Partition Wizard, whicin will guide you through the following

steps:

1. Right click on unallocated area and choose the Create Partition

Drive option from the pop up menu.
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Create Partition Wizard x|

Welcome to the Create Partition
Wizard

Thiz wizard helps you create a partition on a bagic disk.

A basic disk iz a physical disk that containg primary partitions,
extended partitions, and logical drives. A basic disk may alzo
contain volumes created with Windows NT 4.0 and earlier.
You can alzo uze MS-DOS to gain access to partitions on
basic disks.

To continue, click Nexst.

< Bach: | Meant > | Cancel |

2. Welcome to the Create Partition Wizard dialog box appears. Click

the Next button to continue.

3. Select Partition Type dialog box appears. Sciect the type of

partition you want to create and click Next.

Create Partition _

Select Partition Type
‘You can specify whaw type of partition to create.

Select the type of partition you » xant to create:
& Mimary partition
) Eviv aded partition

£ (oocaldive

- Dezcription

A primary partition is a wali.ne pou create uzing free space on a basic disk.
Windows 2000 and otb~r operativ 3 systems can start from a primary partition.
‘Y'ou can create up br. rour prime.y partitions on a basic disk, or pou can make
three primary partitons and 2;1 extended partition.

< Back I Mext > | Cancel |

4. Specify Partition Size dialog box appears. Specify the partition

size and click the Next button.
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Specify Partition Size
How big do you want the partition to be?

5. Assign Drive Letter or Path dialog bex acpears. Assign the drive
letter and click the Next Button.

Assign Drive Letter or Path
You a0 23sign a drive letter or drive nath to a partitins,

5. Format Partition dialog box appears. Choose the file system to use
(FAT, FAT 32 or NTFS) ana click the Next button. You can also select

the allocation unit size, enter a volume label (for informative purposes), specify a
quick format, or choose to enable file and folder compression. Specifying a quick
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format is risky, because it will not scan the disk for bad sectors (which is done in a

Create Partition Wizard x|

Format Partition
*Y'ou can customize the formatting of the partition.

Specify whether you want ta format this partition.
' Do not farmat this partition

&' Format this partition with the following settings:

Formatting

File spstem to use: INTFS 'l
Allocation unit size: IDefauIt 'l
“Walume label: INEW Walurne

™ Perform a Quick Format ™ Enable file and folder compression

< Back | Mant » | Cancel |

normal format operation).

7. Completing the Create Partition Wizard dialog box appears. Verify

the selections anc click Finish.
Create Partition Wizard —‘E

Completing the Create Paititicin
Wizard

You have succes:fully completed the Create Partition
Wizard.

' gpecified the following settings:
™ "R anition twpe: Primary Parition a
Digks Selected:
Dizk 1
Partition size: 70 ME
Cirive letter ar path: 1
File Syztern: KTFS
Allocatian Unit ¥ize: Default
Walrine | abe! Mew Walomes

KN

-

T cloge this wizard, click Finizh.

< Back Firizh Catcel

9.11 Creating Volume

'he procedure to create a volume on a dynamic disk is same as creating a

partition on & basic disk. The procedure is as follows:
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9.12.

Select Volume Type dialog box allows you to select the type of
volume you want to create. (Options include simple volume, spanned volume,
striped volume, mirrored volume, or RAID-5 volume.)

Select Disks dialog box allows you to select the disks and the size

of the volume that is being created.

Assign Drive Letter or Path dialog box allows you to assign a drive
letter or a drive path. There is also an option to not assign a drive letter or path,
but if you choose this option, users will not be able to access the vclume.

Format Volume dialog box appears, in which specify whether or

not format the volume. If you choose to format the volume, veu can seiest the

file system, allocation unit size, and the volume labzl. You cari also chgose to perform

a quick format and to enable file and folder comipression.

Upgrading a Basic Disk to a Dynamic Disk

Upgrading basic disk to dynamic disks is a one-way nrocess. If you decide to revert to a basic

disk, you must first zielete all volumes associated with ttie drive. This operation is dangerous.

Before you do tnis (or make any major ch.ange to your drives or volumes). Create a new

backup of the drive or volume and verify that you can successfully restore the backup.

To vjpgrade to dynamic disk, the procedure is as follows:

1.

In the Dick Manhagement utility, right click the physical disk you
want to convert ana select Upgrade to Dynamic Disk option from

the pop-up menu.

2. Upgrade to Dynamic Disk dialog box appears. Select the disk that

VEIS

you want to upgrade and click the OK button.
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Upgrade to Dynamic Disk 7| =]

Upgrade these basic dizks:

Disk 0
[ Dk 1

ak. | Cancel |

3. Disks to Upgrade dialog box appears. Click the Upgrade button.

Thiz list indicates which dist.s will be pgraded.

Mame I Dizk Crntents I Will Upagrar= |
Disk 0 Swster) Partition, &ctive Partition,...  Yes

Detai!a_.J

| ’
_LI rarade | Cancel_l

4. A Confirmation dialog box warns you that you will not be able to
boot from pievious versions of windows from this disk. Click the

Yes button to contintle.

DficManagement /> K

once you upgrade Ehese disks to dyvnamic, wou will not be able to
boat previons versions af Windows From any walume on these
dizks,

Are 's0u sUre you wank bo upgrade?

Yes | Mo |

5. Another Confirmation dialog box warns you that all the file
systems mounted on the disk will be dismounted. Click the Yes

cutton to continue.
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6. An Information dialog box tells you that a reboot is required to
complete the upgrade. Click the OK button. Your computer will

restart and the disk upgrade process will be completed.

9.13. Changing the Drive Letter

Suppose that you have drive C: assigned as your first partition and drive D: assigned as your
CD d rive. You add a new drive and partition it as a new volume. By default, the new
partition is assigned as drive E: if you want your logical drives io appear before the CD
drive, you can use the disk management utility’s change drive ieticr and path option to

rearrange your drive letters.

To reassign/change the drive letters proceed as follows:
(i)  Go to the Disk Management utility.

(i)  Right click the drive, for which you want to change the drive

letter.

(ili) Choose, Change Drive Letter and Path option from the pop-up

menu.

(iv) Change Drive Letter and Path dialog box appears. Click the Edit

nuttor.

(v) Edit Drive Letter or Path
dialog box: appears. Use the
drop down list to assign a

drive letter. Select the drive

letter you want to assign to

the vclume and finally, confirm the change when prompted.

Noic: You cannot change the drive letter for boot partition.
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9.14. Deleting Partitions and VVolumes

You would delete a partition or volume if you wanted to reorganize your disk or make sure

that data would not be accessed. Once you delete a partition or volume, it is gone forever.
To delete a partition or volume, in the Disk Management window, right
click the partition or volume and choose the Delete volume or Delete

partition option from the pop-up menu. You will see a dialog box warming you that

all the data on the partition or volume will be lost, click yes to confirm that you want to delete

the volume or partition.

Practical

(i)  Converting FAT or FAT 32 to NTFS.
(i)  Creating partition.

(ili)  Changing the drive letter.

(iv) Deleting the partition.

Exercise - 9

Q.1 Fill in the blariks:

) CDFSstandsfor _ ~ (Compact Disk File System)

i) UDFswandsfor . (Universal Disk Format)

i)~ DVDstanusfor . (Digitai Versatile Disk)

iv)  Windows 2000 supports  ~  file systems. (FAT, FAT 32,
NTFS, CDFS ana UDF)

V) FAT is converted to NTFS by utility. (Convert)

vi) Two types of disk storage supported by Windows 2000 are
___. (Basic storage and Dynamic storage)

vii)  Ditferent volumes of dynamic storage are . (Simple,
Sparineq, Stripped, Mirrored and RAID-5)

vili)  RAID stands for . (Redundant Array of Inexpensive
Disks)
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IX)

X)

vii)

VEIS

Disk Management utility can be accessed by . (Clicking
Start-->  Programs-->  Administrative  Tools-->  Computer
Management-—> Storage)

Two tabs, which are available only on the NTFS partitions are
. (Quota and Security)

Write short Notes.

Different volumes of Dynamic Storage
RAID-5

Disk Management

Converting FAT partition to NTFS

File System capabilities

File systems supported by Windows 2000
UDF
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CHAPTER 10

MANAGING DYNAMIC STORAGE

10.1. Managing Dynamic Storage

The disk management utility offers limited support for managing basic storage. You can
create, delete and format partitions on basic drives. Most other disk management tasks

require dynamic disks.

Dynamic disk overcomes the partition limitaticn which is in the basic
disk. A dynamic disk can contain simple, spanned, stripped, mirrored or
RAID-5 volumes. Through the disk manzgernent utility, you can create
volumes of each type. You can also create an extecnded volume by the

process of adding disk space to a single simple velume.

10.2. Creating Extendecd VVolumes

When you creatz an extended volume, you are adaing more disk space to
the volume 1rom the free space thac exists on the same physical hard disk.
When the voiume is extended, it is displayed as a single drive letter. In
order to extend a volume, the simple volume must be formatted as NTFS.
You cannot extend a svstem or boct partition and the volumes that were
origimally created as basic disk partition and then converted to dynamic
disk.
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f (e Yolume W ard

Select Disks
Select lhe disks and disk size to extend the volume.

The steps are as follows to create extended volures:

(1)  Inthe Disk Management utility, right click the voliume you want to
extend and choose the Extend Volume option from the poo-up

menu.
(i)  Extend Volume Wizard staris. Clici the Next butten.

(iii)  Select Disks dialeg box appears. Select the disk that you want to

use for the extended volume and click the Next button.

(iv) Completing the Exterd Volume Wizard dialog box appears. Click
the Finish button.

10.3. Creating Spanned Voluries

When yuu create a spanned volume, you are forming a new volume form scratch that includes
space from two or more physical drives, up to a maximum of 32 drives. You can create
spanned voiumes that are formatted as FAT, FAT32 or NTFS. In order to create a spanned
volume, you must have at least two d rives installed on your computer and each drive must

contain unalioeated space.

The steps are as follows:
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(i)

(i)
(iii)

(iv)

(V)

VEIS

In the Disk Management utility, right-click an area of unallocated
space on the disk and select Create Volume option from the pop-up

menu.
Create VVolume Wizard starts. Click the Next button.

Select Volume Type dialog box appears. Select the Spanned

Volume radio button and click the Next button.

Freate Yohme Wizard

Select Volume Type

What type of volume do you want to zicate?

Select Disks dialog box
appears. By default, the
disk that you originally
selected to create the

spanned  volume is

selected. You need to
select at least orie oiher dynamic disk by highlighting the disk and
clicking the Add button. The disks that you select appear in the
selectec dyriamic disks list box. When you have added all of the

disks that will make tihe spanned volume, click the Next button.

Solect Disks
You can select the disks and s« the disk size for this volume.

Assign Drive Letter or Path dialog box appears. Specify a drive

letter, mount the volume at an empty folder that supports drive
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paths or choose Not to assign a drive letter or drive path and then
click the Next button.

(vi) Format Partition dialog box appears. You can choose whether or
not you will format the partition and if so what file system will be

used. After you’ve made your choices, click the Next button.

(viiy  Completing the Create Volume Wizard dialog box appears,
offering you the opportunity to verify your selections. If you need
to make changes, click the Back button. it the cunfiguration is

correct, click the Finish button. In the disk mariagement window, you will see

that the spanned volume consists of two or more drives that share a singic drive
letter, as in the example notice that in the example, the disks that raxke up the

spanned volume are unequal in size.

10.4. Creating Striped VVolumes

When you create a strised volume, you are forming a new volume that
combines free space of 2 to 32 drives into a single logical partition. Data
in the striped veiume is written across all drives in stiipes of 64 KB (Data
in spanned arid extended veiumes is written sequentially). In order to
create a striped voluiine, each drive must contain unallocated space. The

free space on all drives must be eqguial in size.

The procedure for creating striped volume is same as for the spanned

volume.

10.5. Cieating Mirrored Volumes

When you create a mirrored volume, you are setting up two physical drives that contain

volumes that mirror each other. You create mirrored volumes from areas of space on the two

drives. TO create a mirrored volume, you must have at least two disks
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installed on your computer and each disk must contain unallocated space.
Mirrored volumes require that the space on each disk used for the mirror

set must be equal in size.

The procedure for creating mirrored volume is same as for the spanned

volume.

Exercise - 10

Q.1  Write short notes
(i)  Dynamic disk
(i)  Procedure to create spanned volume
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CHAPTER 11

RECOVERING FROM DISK FAILURE

11.1. Introduction

If the failure occurs on a simple, extended, spanned or striped volume,
you will need to restore your data from your last backup.

You will see a system error and an error in event viewer. Also, in tiie disk management utility,
the failed volume will be indicated by the description-failed redundancy. If the disk that
failed was part of a mirrored volume set, ycu nzed to remove and recreate
the failed volume. If the disk was part of & RAID 5 voluine set, you need

to repair the volume.

11.2. Recovering From a Mirrored Volume Failure

To recover from a imirrored volume failure, remcve the volume that failed
and then recreate the volume. Nou can perfcrm these tasks through the

Disk Managerient utility.

Rfhove Myt

Desription

Removiry o minar from this vohane wil remove one copy
of the volume's data. The voluma will no longst have
radundent data on it g L

Setect a disk to remove minored space from New Volume F:1

Disk 3 |
&P Disk 0

Remove Mitror ] Carcel !

(@) Recovering From a Mirror Failure on Data Volume
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VEIS

If a drive fails in a mirrored volume set that contains only the data
(It does not contain your system or boot partition), follow the

following steps:
(i)  Go to the Disk Management utility.

(i)  Right click the failed mirrored volume (marked as failed
redundancy) and choose, Remove Mirror from the pop up

menu.

(ili) Remove Mirror dialog box appears. Select the disk that will
be removed from the mirrored volume and click the Remove

Mirror button.

(iv) Confirmation dialog box appears. Ciick the res button. The

remaining disk wili become a simple volume.

(v) Remove the failed hard disk from the computer and replace
the disk

(vi) Use the Disk Management utility to recreate the mirrored

volume.

(b)  Recovering from a Mirrei Faiiure on Boot Partition:

If a drive fails in-a mirrcred volurie set that contains the boot partition, you must first

determine if the failed drive is the primary drive (the one with the original data) or

the secondary drive (the ene with the mirrored data) in the set. If the secondary
disk fails, you can remove the failed disk and replace it and then
recreate the mirrored volume (As you do to recover from a failed mirrored
volume et containing only data).

If the primary disk fails which contains the boot partition, then

boot from the startup disk and recover as for a failed data volume.
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11.3.

If the primary drive fails and it contains the boot partition, then recovery becomes
more complex, because the BOOT.INI file, which is used during the windows 2000-
boot process, contains the location of the boot partition. If this file points to the failed
partition, Windows 2000 Server will not boot. To recover from this type of failure,
you will need a windows 2000 server boot disk with a BOOT.INI file that point to the
secondary drive in the mirrored set. Then you can follow the same steps as you would

to recover from a failed data volume.

Recovering From a RAID-5 Volume Failure

If a drive in a RAID-5 volume set fails, you will still be able to acctess your volume set;

however, your system performance will degrade significantiy and you will need to re-crate

the missing data through the parity information.

Steps to recover from a RAID-5 volume failure are as follcws:

(i)  Replace the failed hardware.

(i)  Open the Disk Management utility. Right click the faiied RAID-5
volume set (marked as Failed Redundancy) anu ciioose Repair
Volume from the pop-up menu.

(ili) Repair RAID-5 Volumie dialog box appears. Choose the disk that
ycu have replaced and click the OK button to regenerate the RAID-
5 volume set.

Exercise - 11

Q.1 Explain procedure

VEIS

(i)  Torecover from mirror volume

(i)  To recover from RAID-5 volume failure.
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CHAPTER 12

MANAGING DATA  COMPRESSION, DISK  QUOTA,
ENCRYPTION AND DECRYPTION

12.1. Data Compression

Data compression is the process of storing data in a form that takes less
space than uncompressed data. With Windows 2000 Server data

compression is possible only on the NTFS partitions.

Both files and folders in the NTFS file system can be compressed or uncompressca. =iles and
folders are managed independently, which means that compressed folder could contain

compressed files and an uncompressed folder could contain compressed files.

Access to compressed files by DOS or windcews applications is transparent. For exariple, if
you access a compressed file through Microsoft word, the file will be uncompressed

automatically when it is opened, and then auiomaticailv compressed agairi wiien it is closed.

Data compression is only avaitable on NTFS partitions. It you copy or move a compressed
folder or file to a ~AT partition (or a floppy disk) windcws 2000 will automatically

uncompress the folder or file.

You cannot nave a folder or file ceimpressed and encrypted at the same time.

12.2. Steps to Compyress a File or olcer

1. Right click the folder or file you wish to compress and select

Properties form the pop up menu.

2. Properties dialog box appears. Click the Advanced button

urider the General tab.

Advanced Attributes dialog box appears. Check the

w

“Compress contents to save disk space” check box and then
click the OK Button.
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Advanced Attributes

@ Chonse the settings you wank for this folder
227 \when you apply these changas you will s asked ¥ you want the
changes to affect ol subfolders aid files as wel.

Archive and Index attrik

™ Folder is rendy for archiving
¥ For fast searching, aliow Indexing Service to index this foider

Compress or Encrypt attributes

™ Compress contents to save dsk space
I Encrypt conkents to secirs data

IEECTEN .

4, Confirm Attribute Changes dialog box appears. Specify

whether you want to apply encryptiori to this folder only or
to its subfolders and files also and click the OK buttcn

_etJUl 1.

12.3. Disk Quota

Disk quota is used to specify how much disk space a user is allowed on

NTFS volumes. You can specify disk quotas for all users, group of users
or indiviaual user.

Before you administer disk quotas, you should be aware of the following points:

e Disk auotas can be specified only for NTFS volumes.

Disk quotas apply at the volume level, even if the NTFS partitions reside on the same
physical hard drive.
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o Disk usage is calculated on the file and folder ownership. When a user creates, copies

or takes ownership of a file, that user is the owner of the file.

o When a user installs an application, the free space that the application will see is
based on the disk quota availability, not the actual amount of free space on the

volume.

o Disk quota space used is based on actual file size. There is no mechanism to support

or recognize file compression.

12.4. Configuring Disk Quotas

You configure disk quotas through the NTFS volume properties dialog box. You learned that
you can access the Volume Properties dialog box in the Disk Managemert utility by right

clicking the drive letter and selecting Properties from the pap up ment. Then click Quota tak.

Another way to access this dialog box is from Windows Explorer — just right click the drive
letter in the listing and select Properties. In the VVolume Properties dialog box, click the Quota
tab to see the dialog box. When you open the quota tab, you will see that disk quotas are
disabled by default.

- To assign the disk quota, right click the drive letter and select

Properties.
- Veiume Properties dialog box appears. Click the Quota tab.

Disk quota corifiguiration options:

Qption Descriptici
Enable quota Spectfies that the quota management is
rnanagement enabled for the volume.

Deny aisk space to | Specifies that the users who exceed their
users exceeding disk quota will not be able to override
guota limic their disk allocation. Those users will

receive “out of disk space” message.
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Select the default Allow you to specify quota limits and
quota limit for new | warning level for new users.

users on this volume

Select the quota Allows you to record log events.
logging options for

this volume

Notice the traffic light icon in the upper left corner of the queia tab. The traffic light indicates

the status of disk quotas, as follows:
o Ared light specifies that disk quota is disabled.
o Avyellow light specifies that a windows 2000 server is resuilding disk nuota information.

o Agreen light specifies that the disk fuota system is enabied and active.

12.5. Setting Default Quotas

When you set dzfault quota limits for new users on a volume, the quotas
apply only to the users who nave not yet created fiies on that volume.
This means that the users whe already own files or folders on the volume
wili be exernpted from the quota policy.

Users who have not cireated & file on the voli:me wiil be bound by the quota policy.

Procedure to Set the Default Quota Limit

(i)  Access the Quota tab of the Volume Properties dialog box.
(i)  Check the “Enable quota management” check box.

(i) Click the “Limit disk space to” radio button and enter the size [Size

numiser in the first box and in the drop down list in the second box, specify whether
disk space is limited by KB (Kilobytes), MB (Megabytes), GB (Gigabytes), TB

(Terabytes), PB (Peta bytes), or EB (Exabytes)]. If you choose to limit disk
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(iv)

VEIS

space, you can also set a warning level, so that the users will be

warned if they approach close to their quota limit.

Click Apply and then click OK.

Applying Default Quota Limits

1.

10.

Use the Local Users and Groups utility to create a new user:
Mahesh. Deselect the “User must change nassword at next

logon” option.

Log off as administrator and log on as Mahesh. Drag and drop

some folders to NTFS drive.
Log on as administrator. Open My Computei.
or

Select Start -» Programs - Acceszories = “Windows £xplorer-

- My Computer
Rignt click the NTFS drive and seleci Properties.
Local Disk Propertizcs dialog box appears. Select the Quota tab.

Check the “Enable quota management” and the “Deny disk

space tc users exceeding quota limit” check boxes.

Click the “Limit aisk space to” radio button. Specify 5MB as

thie limit. Specify the “Set warning level to” a value as 4MB.
Click the Apply button and then click the OK button.

if you currently have data stored on the volume, you will see a
aisk quota dialog box specifying that the volume will need to
be rescanned. Click the OK button.
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11. Log off as administrator and log on as Mahesh. Drag and drop
some folders to NTFS drive. If the disk quota limit is exceeded,

then it will give a message “out of disk space”.

12. Log off as Mahesh and log on again as administrator.

12.6. Setting an Individual Quota

You can also set quotas for individual users. There are several reasons for setting quotas in

this way:

e You can allow a user who routinely updates your applications to have unlimited disk

space, while restricting other users.
e You can set warning level for a user who routinely exceeds disk space.

e You can apply the quota to users who already had filec on the volume before the quota

was implemented and thus have been granted unlimited disk space.

Procedure to Set an Individua! Quota Limit

(i)  Click the Quota entries button under the Quota tab in the
Volume Properties dialog box in the botiom right corner under the
quota tab.

(i)  Quoata Entries dialog box appears. Click Quota on menu bar

and seiect New Quota Entry option.

(ii1)  Select Users dialog box appears. Select the user from the list
and click the Aad buitton and then click OK button.

(iv) Add New Quota Entry dialog box appears. You can specify
whether or not the user disk space should be limited. Set the

quota limit and the warning level and then click OK.

Note: You can also modify the quotas of several users at once by CTRL + CLICKING

to highlight several users and selecting quota properties.
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Modifying Individual User’s Quota Limit:

(i) Click the Quota entries button under the Quota tab in the
Volume Properties dialog box in the bottom right corner under
the quota tab.

(iv) Quota Entries dialog box appears. Double click the user

whose quota you want to modify.

(v) Quota Settings dialog box appears. You can specify
whether or not the user disk spacz should be limited. Set

the quota limit and the warnirig level and then click OK.

Applying Individual Quota Limits

1.

Open My Computer.

or

Select Start = Programs = Accessories = Windows Explorer.
Rignt click the NTFS arive and select Properties.

Local Disk Prowerties dialog box appears. Select the Quota tab

and then click the Quota entries bution.

Quota Entries dialog box appears. Click Quota on the menu bar

and select New Quota Entry option.

Select Users dialog box appears. Select the user from the list
and click the Add button and then click the OK button.

Add New Quota Entry dialog box appears. Set the quota limit

and tha warning level and then click OK button.
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12.7. Monitoring Disk Quota

You can monitor the disk quotas through the Quota Entries dialog box,
which appears when you click the Quota entries button under the Quota
tab of the Volume Properties dialog box. Quota Entries dialog box shows

the following information:
) The status of the user’s disk quota. Status icon includes:
- Green arrow which indicates that the status is OK.

- Yellow triangle which indicates that the warning threshold has

been exceeded.

- Red circle which indicates tha: the user thieshold rias been

exceeded.

i)  The name and logon name of the user who has stored the files on

the volume.
i)  The amount of disk space that the user has used on the volume.
Iv)  The user’s quota limit.
v)  The user’s warning fevel.

vi) The percent of disk space that the usei has used in relation to their

clisk quota.

12.8. Managing Data Encryption with EFS (Encrypting File System)

Data encryption increases the data security. Encryption translates the data
into code that is not easily accessible. Encryption is possible on NTFS
file sysiem only.

Once data has been encrypted, you must have a password or key to decrypt the data.

Unencrypted data is known as plain text and encrypted data is known as cipher text.
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The Encrypting File System (EFS) is the windows 2000 technology that is used to store
encrypted files on NTFS partitions. Encrypted files add an extra layer of security to your file
system. A user with the proper key can transparently access encrypted files. A user without
the proper key is denied access. There is a recovery agent that can be used by the
administrator if the owner is unavailable to provide the proper key to decrypt folders or files.
You can encrypt and decrypt file through the volume properties dialog box or by using the

cipher utility.

12.9. Encrypting and Decrypting Folders or Files

To use EFS, a user specifies that a folder or file on an NT+S paiiition should be encrypted.
The encryption is transparent to the user, who has acress to the file. However, when other
users try to access the file, they will not be able to unencrypt the file — even ii those users have

full control NTFS permissions. Instead, they will receive an arror message.
To encrypt a folder or a file proczed as follows:

1. Right click the folder or file you wish to encrypt and szlect

Properties.

2. Folder Propertizs dialog box appears. Under General tab click the

Advanczed button.

3. Advanced Attributes dialog box appears. Check the “Encrypt

contents to secure data” check box and click the OK button.

4. Confirm Attribute Changes dialog box appears. Specify whether
you want to apply encryjptior: to this folder only or to its subfolders

and tiles also and click the OK button.

To decrypt folders and files, repeat the same steps as stated above, but
uncheck “Encrypt contents to secure data” check box in the Advanced

Attributes dialog box.
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12.10. Using the CIPHER Utility

CIPHER is a command line utility that can be used to encrypt and decrypt

files or folders on NTFS volumes.
Syntax: CIPHER [Options] [Folder]
/e — For encrypting files and folders

/d — For decrypting files and folders

Parameter Description

/e Specifies that files or folders should ke encrypted.

/d Specifies that files or folders should be decrypted

/s:dir Specifies that subfolders of the target iolder chiould also e

encrypted or decrypted based on the option specified.

/l Causes ary errors that occur to be ignored. By default, the

CIHPHER utiiity stops whenever an error occurs.

/f !'-or_ces all files and folders to be encrypted oi decrypted,

regardless of their current state.

q Runs in a ruiet mode and displays only the most important

information.

12.11. Risk Defragmenter Utility

This utility is used to bring the scattered pieces of files together.

To access this utility, seiect Start = Programs = Accessories = System

Tools = Disk Defragmenter.

Data is normaliy stored sequentially on the disk where ever space is available.
~ragmentation occurs naturally as users create, delete and modify files. The access of
non-contiguous data is transparent to the user. However, when data is stored in this
manner, the operating system must search through the disk drive to access all of the

pieces of a file. This slows down data access.
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12.12. Analyzing Disk

To analyze a disk open the Disk Defragmenter utility, select the drive to
be analyzed and click the Analyze button on the bottom left side of the
window. When you analyze a disk the disk defragmenter utility checks
for fragmented files, contiguous files, system files and free space. The
results of the analysis are shown in the analysis display bar, which is

color coded as follows:

Fragmented file Red
Contiguous file Blue
System file Green

Free space White )

Even though you can’t see iihe colors you can get an idea of what this anziysis bar

looks like.

The disk analysis also nroduces a report, which is displayed when you click the view

report button The report contains the fcilowing information:
e Whethier or nat the volume needs defragmenting.

e Volume informaiton that includes general volume statistics, volume
fragrnentation,  file fragmentatiori, page file fragmentation, directory
fragmentation, and master file table (MTF) fragmentation

e Alist of the most fragmeniad files.

12.13. Defragmenting Disks

To defragment a disk, open the Disk Defragmenter utility, select the drive
to be defragmented and click the defragment button (to the right of the

analyze button at the bottom of the window). Defragmenting causes all
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files to be stored more efficiently in contiguous space. When
defragmentation is complete, you can view a report of the

defragmentation process.

12.14. Disk Cleanup Utility

This utility identifies areas of disk space that can be deleted to free up the
hard disk space. It identifies temporary files, Internet cache files and

unnecessary program files.

To access this utility, select Start = Prograins = Accessories = System
Tools = Disk Cleanup.

Practical

) Compressing a fiie ar folder.

i)  Configuring Disk Quotas.

i) Setting Defauvit Quotas.

Iv)  Setting ar Individual Quota.

v)  Modifying an Individual User’s Quota.

vi) -~ Monitoring Disk Quota.

vil)  &ncrypting file or folder.

viii)  Encrypting and Decrypting file or folder using CIPHER utility.

Exercise - 12
Q.1 Filiin the blanks:

i) Data compression is possible only on partitions.
(NTFS)

1)  Data compression is the process of storing data that occupies
. (less space than the uncompressed)
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i) Utility used for encrypting and decrypting files or folders is
. (CIPHER)

Q.2  Write short Notes:
) Data Compression
i)  Disk Quota
i) Setting Default Quota Limit
Iv)  Setting an Individual Quota Limit
v)  Modifying an Individual User’s Quota
vi)  Monitoring Disk Quota
vii) CIPHER utility
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CHAPTER 13

ACCESSING FILES AND FOLDERS

13.1. Managing Local Access

FAT (which includes FAT16 and FAT32) partitions do not support local security
but the NTFS partitions support local security. You can allow or deny
NTFS permissions to users and groups.

This means that if the file system on the partition that uszrs access is configured as a FAT
partition, you cannot specify any security for the file system once a user has logged on.

However, if the partition is NTFS, you can specify the access each user h2s to specific folders

on the partition, based on the user’s based on the user’s logen namz and grcup associations.

However, if the user had been denied access through user or group membership, those

permissions override allowed permission.

13.2. NTES Permissions

Windows 200C Server offers following NTFS permissions:

) Read — When applied to a file, a uszr is able to view the file

contents, attributes and permissions.

i)  Read and Execute — Performs all actions included in the Read

nerraission and can also execute files if the files are executable.

i) Ist Folder Contents — Performs all actions included in the Read

and Execute permission but is applicable to folders only.

Iv)  Write — User can append data to the file, change the file attributes

and can also create files and sub-folders.
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v)  Modify — Performs all functions included in Read & Execute and

Write permissions. In addition user can delete the files and folders.

vi)  Full Control — Performs all actions included in the Modify

permissions. In addition user can change permissions.

13.3. Applying NTES Permissions

You apply NTFS permissions through Windows Explorer. Right click the file or folder that
you want to control access to and select Properties form the rop up menu. This brings up the
folder or file Properties dialog box. A folder properties dizlog 50x.

The tabs in file or folder properties dialog box depend on the options that have been
configured for your computer. For files and folders on NTFS partiticns, the ciaiog hox will
contain a security tab, which is where you configure NTFS permissions. The security tas lists

the users and groups that have been assignea vermissions to tiie Tolder (or file)

When you click a user or group, you see tire permissions that have been allowed i denied for
that user or group

Steps to Apply NTES Permissions:

1 Rigat click the folder or file and select Properties.

Gener:! |W’eb Sharingl b?’\aringl Securit_l,ll Generall Sharing  Security |
C’ NITS Pivate Limid I LS [ aad |
!ﬁ Everyone
Remove |
Ty e File Folder
Loc: tion: H:4
Sizex 57.3 MB [B0,133.447 bytes)
Size onc'sk: 45,7 MB (48,014,266 bytes) Permissions: Allow  Deny
Cortairis: 537 Fles, 11 Folders Full Contral ]
Moy O
Created: Wednesday, April 03, 2002, 8:23:25 AM Fiead & Execute a
—_— List Folder Contents O
Atributes: ™ Sead-ony Advanced.. | Read a
i ]
I Hidden Wike o
Advanced... |
I Allow inheritable permissions from parent to propagate to this
object
QK Cancel Aol QK. Cancel e[
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2. Folder Properties dialog box appears. Click the Security tab and

then click the Add button.

. Select Users, Computers or Groups dialog box appears. Select

the user, computer or group that you wish to add and click the

Add button and then click the OK button. The user, computer, or

group appears in the bottom list box. Use CTRL+CLICK to select non-contiguous
users, computers, or groups or SHIFT+CLICK tc seiect contiguous users,

computers, or groups

i Gelect Users, Computers, ol

Lockir: [ iTsvos008 3EMT

Marne | In Folder -
ﬂ Everyone
Authenticated Users

Lo

L

ANONYMOUS LOGON
€T EATCH

£ CREATOR OwNER
€T CREATOR GROUP
T osLLR

Add Chiech Warmess

<4 Tupe names separaten. by semicolons of choose from list >>

N

)i | Cancel |,
4

. Specify the NTFS permissions that should be applied. When

you are finished, ciick the OK button.

To remave the NTFS permissions for a user, computer, or group, high light the
user computer, or group you wish to remove in the security tab and click the
remove button. Note that If the permissions are being inherited, you must first
uncheck allow inheritable permissions from parent to propagate to this object
check box before removing the permissions. Be careful when you remove NTFS

nermissions.

Coniiguring NTFES Permissions;

1.

Using the local users and groups utility, create two users: Mahesh and Yogesh.
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10.

11.

Using the local users and groups utility. Create four groups: Accounting, Execs,
Sales, and Temps. Add Mahesh to the accounting and execs groups, and add

Yogesh to the sales and temps groups.
Select Start - Programs - Accessories = Windows Explorer.
Create a folder NITS and go to its properties, and click the security tab.

In the security tab of the folder properties dialog box, highlight everyone group and
click the remove button. You see a dialog box telling you that you cannot remove
everyone because this group is inheriting permissions from a higher level. Click the
OK button.

In the security tab, deselect Allow inheritable permission from parent to propagate

to this object. In the dialog box that appears, ciick the remove button.

Configure NTFS permission for the accounting group by clicking the add button. In
the select user, computers, or groups dialcg box, highlignt the zccounting group
and click the add button. SHIFT + CLICK to select the excess, sales, and emps

groups and click the Add bution then click OK.

In the security tab, highlight eacin group and check the allow or dery check boxes

to add permissions as fcllows:

- For accounting, allow read & execute (list folder contents and read will

auteinatically be allowed) and write.
- For execs, allow read. Z

- For sales, allovw mocify (read & exectie, list folder contents, read, and write

will autornatically be allowed.
- For temps, deny write.
Click the ok button to cloze tie folder properties dialog box.

You will see a security dialog box cautioning you about the deny entry. Click the

‘es button to continue.

Loy off as Administrator and log on as Mahesh. Access the d:/NITS/TRAINING file,
make changes, and then save the changes. Mahesh’s permissions should allow

these actions.
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12. Log off as Mahesh and log on as Yogesh. Access the d:/NITS/TRAINING file, make
changes, and then save the changes. Yogesh’s permissions should allow you to

open the file but not to save any changes.
13. Log off as Yogesh and log on as Administrator.

You may want to remove permissions from everyone group to test how the permissions of
other groups combine. If you decide to do this, adding the administrators group with full

control permission will make it easier or troubleshoot any problems that arise.

13.4. NTES Permissions for Copied or Moved Files

When you copy or move NTFS files, the permissions that have been set
for those files might change. These changes are applied ir the following

manner:

e |f you move a file from one folder to another folder on the same NTFS

volume, the file will retain the original NTFS permissions.

e |f you move a file from one folder to another foldei Gin a different
NTFS volume, the file will have tihe same permissions as the

destinaticn folder.

e |f you copy or move a folder or file to a FAT partition, it will not

retain any NTFS permissions.

13.5. Sharing Folders

Sharing means allowing network users to access a shared folder. To share
a folder logon as Administrators or Power Users group on a Windows
2000 member server and Administrators or Server Operators group on a

Domain Contrciler.
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- To share a folder right click the folder and click the Sharing option

from the pop up menu.

- Folder Properties dialog box

Gereral Sharing I

appears. Se I ect the Shari ng tab_ gl Y'ou can zhare thiz folder among other uzers on wour
network. To enable sharing for this folder. click Share this
folder.

The fOI IOWi ng Options appear: Do ot share this folder

% Share this foldsr

Share name: Itatoo

Comment: I

Uszer limit: b awimurn allowed

= Allow | _Ig Users
To zet permi=zions for how users socess this Elermiesioms |
folder owr, the netwark rlick Prmissions.

Tao configure <ettings for Offline accesz to Cachi
thi. shared ;clder, click Caching. __ Caching_|

1
K Cancel | Apphy |

Option Description

Do not share this | Folder is cnly available through local access.
folder

Share this folder Folder is available through local access and

network ac:ess

Share rname A name by which users will access the folder.

Comment Allows you to enter more information about the

share (optional)

User limit Allow you to specify the maximum number of

connections to the share at a time.

Permissions Allows you to configure how users will access the

folder over the network

Caching Specifies how folders are cached when the folder

is offline.
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If you share a folder and then decide that you do not want to share it, just select do not share

this folder radio button under the Sharing tab of the folder properties dialog box.

13.6. Configuring Share Permissions

You can control user’s access to a shared folder by assigning share

permissions to a particular group or a user. Share permissions are less complex

than NTFS permissions and can be applied only to folders (unlike NTFC permission, which
can be applied to folders and files).

- To assign share permissions, right click the folder and select Sharing

from the pop-up menu.

- Folder Properties dialog box anpears. Seiect the Security tab and then

click Permissions button. This brings up the Share Permissions dialog

gisions for hgo
Share Pemissions |
Name [ Add... |
ﬁ Everpone
Remave |
P smizzions: Allow Deny
Full Cantral O
Change [m ]
Read O
Ok | Cancel Apply

Y'ou can assign three types of share permissions:

e Full Control - share permission allows full access.
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e Change - share permission allows users to change data in a file

or to delete files.

e Read - share permission allows a user to view and execute file

in the shared folder.

Full control is the default permission on shared folders for the everyone group. When
the Full Control permission is assigned, the Change and Read permissions are

automatically checked.

13.7. Managing Shares With the Shared Folders Utility

Shared Folders utility is used for creating and managing the shared

folders on the computer. The shared folders windows dissiays all of the shares that
p1ay

have been created on the computer, the user sessions that are ozen on each share, and the

files that are currently open, listed by uzer.

To access the Shared Folders utility steps are as follows:

1. Right click My Computer and select Manage from the pop up

ment..

2. Computer Managemerit window appears. Expand System Tools

and then expaind Snared Folders.
Note: You can aad the shared folders utility as an MMC snap in.

Shared Folders utility has the following folders:
(i)  Shares
(i)  Sessions

(iii) = Open Files

(i)  Shares:
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Shares folder is used to display all of the shares that have been
configured on the computer and can also be used to create new

shares.

Along with the shares that you have specifically configured, you will also see the
windows 2000 special shares, which are shares created by the system automatically

to facilitate system administration.

A share that is followed by a dollar sign ($) indicates that the share
is hidden. The user cannot view the hidden shares when users

access through My Network Places.

The following special shares may appear on your windows 2000 server computer,

depending upon how the computer is configur:d:

e The drive letter $ share is the share for the rost of the drive. By default, the

root of every drive is sha:eu. For example, the c: giive is shared as c$.

On windows 2000 member servers and windows professional compuiters. only
members of the administrators and backupn operators group caii access the drive
letter $ share. On windows 2000 domain controlleis, miembers of the
administraiors, vackup operators, and sarver opearators group can access this

share.

The Admin$ share poirts to the windows 200C system root (for example,
C:/WINNT).

N

e The IPC$ share allows remote administration of a computer and is used to
view a cornputer’s sharec resources. (IPC stands for Inter Process

Communication).
e The PRINTS$ share is used for remote printer administration.

e The FAX$ share is used by fax clients to cache fax cover sheets and

ancuments that are in the process of being faxed.

Creating New Shares

Undei Shared Folders, you can create new shares through the

following steps:
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(@) Right click the Shares folder and select “New File Share”

from the pop up menu.

(b)  Create Shared Folder wizard starts. Specify the folder that
you want to share (You can use the browse button to select the
folder) and provide a share name and description. Click the
Next button.

Create Shared Folder
Computer: !NIT‘?\-\J’DEDDSSEMT
Folder bo share: I Browse. .. |
“.nare nar: l_ N
Sharz description: I
.
< Blach | Mest > | | Cancel J

() Then assign the share permissions and click the Finish
buiiton. (Assign permissions frem one of the predefined permissions or
customize the share permissions).

[Create Shared Folder v x|

Use one of the following basic share permissions, or create
custom permissions.
i All users have full contral

 Administrators have full control; other users have
1ead-only access

" Administrators have full control; other users have no
access

" Customize share and folder permissions

[SUEEanT... |

Becauze share permizzionz only control network. access to
the share, you should set permizzions on individual files and
falders.

< Back | Finizh | Cancel |

«d,  Click the Yes button to create another shared folder or

No button if you do not want to create.
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You can stop sharing a folder by right clicking the shared folder

and selecting Stop Sharing from the pop up menu. You will be asked to

confirm that you want to stop sharing the folder.

(i)  Sessions:
Sessions folder is used to display all of the users who are currently
accessing the shared folders on the computer.

The sessions listing includes the following informaiion:

The username that has connected to the share

e The computer name that the user has conrected form

o The client operating system that is used by the connecting computer
o The number of files that the uzer has open

e The amount of time that the user has been connected

e The amount of id!e time for the connection

e Whether or not the user has connecteua through quest access

(i) Open Files:
Open Files tcider is used to dispiay a list of files that are currently
being opened from the shared folders.

The 2pen files listing includes the foflowing information:

o The path and files those are currently open.

The username that is accessing the file.
e  The operating system that the user who is accessing the file is using.

o Whether or not any file locks have been applied (file locks are used to prevent

two users form opening the same file and editing it at the same time)

e The open mode that is being used (such as read or write).
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13.8. Providing Access to Shared Resources

The methods to access shared resources are as follows:
(i)  Through My Network Places.
(i) By Mapping as a Network drive.

(ili)  Through the NET USE command line utility.

(i) Through My Network Places:

The advantage of mapping a network location through my network places is that you do
not use a drive letter. This is useful if you have already exceeded the limiit of ZC drive

letters.

The steps are as follows:
(i)  Double click My Network Piaces icon on the desktop.
(i)  Double click Aad Network Place.

(ili)  Welcome to the Add Network Piace Wizard dialog box appears.

Type the location of the shared folder and ciick the Next button.

(This can be a UNC path to a shred network folder, an HTTP path to a web
folder, ar an FTP path to an FTP site. If you are unsure of the path, you can use

the rowse autton to search for your path. After specifying the path).

(iv) Completing the Add Network Place Wizard dialog box appears.
Enter the name that you want to use for the network location.
This name will appear in the computer’s My Network Places
listing.

(ii) By Mapping a Network Drive:

Through Windows Explorer, you can map a folder as a drive

that will appear in My Computer.
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The steps are as follows:
1. Open Windows Explorer.

2. Select Tools > Map Network Drive.

Map Network Drive B3

Windows can help you connect to a shared netwark Folder
and assign a drive letter to the connection so that you can
access the Folder using My Computer,

Specify the drive letter For the connection and the Folder
that wou want ko connect ko

Drive: IJ: j
Foldet: I"."J‘\JIT51".|:'Z"lild j Browse, ., |

Exampie: Viserverishare

¥ fecoraect at logon

onnet using a different user name.

Creah: a shorbcut ko & Wek rolder or FTP sike,

&, Fack rinish Cancel J

3. Choose the network drive letter.

4. Choose the shared network folder that you want to rmiap as network

drive.

5. Click Firish.

(iii) Using the NET USE Commarnd Line Utility:

Syntax:
NET USE [Drive:] \COMPUTER NAME \SHARE NAME

For example, NET USE G: \NITS\DATA command maps drive G to

a share, named DATA on computer named NITS.

Accessing network resources:

1. Log on as user Mahesh. Double click the My Network Places icon on the
desktop.
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)

Double click Add Network places. When the add network place wizard starts.

Click the browse button.

Select the workgroup or domain that your computer is installed in. click your
computer name. Select TEST shared folder and click the OK button. Click the
Next Button.

Enter the name that you want to use for the network location. This name will

appear in the computer’s my network places listing.
Accept the default name for the network place and click the Finish button.

The folder opens automatically. Close the folder. You wiii 52e the new folder in

My Network Places.
Log off as Mahesh and log on as Yogesh.

Double click my network places. You will not see the network place that you

created as user Mahesh.

Applying NTFS perinissions.

i)  Sharing a foider.

i)  Configuring Share permissions.

Iv)  Marnaging shares with Shaied Folder utility.
v)  Accessing through My Network Places.

vi)  Mapping a network drive.

viiy  Using NET USE utility.

Q.1 Fill in the blanks:

VEIS

l_ocal security of files is possible only on partitions.
(NTFS)

If you move/copy a file from one folder to another folder
between different NTFS volumes, the file will have the
. (same permissions as the destination folder)

There are permissions. (6)
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There are types of share permissions. (3)

Methods to access shared resources are . (My
Network Places, Mapping as network drive and NET USE
utility)

Q.2  Write short Notes

)

i)
iii)
Iv)
v)

VEIS

NTFS Permissions

Determining NTFS permissions for copied files
Sharing a folder

Accessing Shared Folders utility

Methods to access shared resources
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CHAPTER 14

MANAGING NETWORK SERVICES

14.1. Introduction

Network connections require the proper network protocols. The three
primary protocols that are used by the Windows 2000 Server are TCP/IP,
NW Link IPX/SPX/Net BIOS and NetBEUI.

Network services provide IP address management and address resolution
functions. The main services used for Windows 2000 netwaoik are as

follows:
(i)  Dynamic Host Configuration Protocol (GHCP)
(i)  Domain Name System (DNYS)

(ili)  Windows Internet Name Service (WINS).

14.2. Instailing Network Adapter

Network agapters are hardwares used to connect comruters (or other devices) to the network.
Network adapters are responsibie for providing the physical connection to the network and

the physical addresz of the computers. Like all other hardware devices, network adapters

need a driver in order to communicate with the Windows 2000 operating system.

Connect the network adanter and install the driver for that adapter, if the
adapter is not plug and play then add the network adapter through

Add/Remove Hardware icon in Control Panel.
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14.3. Configuring a Network Adapter

After installing a network adapter, you can configure it through its

Properties dialog box. To access this dialog box proceed as follows:

(i)  Go to the Control Panel and double click the Network and Dial-up

Connections icon.

(i)  Network and Dial-up Connections dialog box appears. Right click
the Local Area Connection and select Properties from the pop-up

menu.

(ili) Local Area Connection Properties dialog box appears. Click

Configure command button.

Realtek RTLB0Z9(ASNPCI Ethernet AdaptepMfoperties [ |

B S
Geeral |.f5.dvanced| Driver | n-::M.IL,IICBSI

Sealtek RTLE023(AS] PCI Ethernet Adapter I

Device tpre: Mebwork adapte.cs
W anufachurer: Realtek
Locetion: Laocation 3 [PC] bus 0, device 8, function 0]
— Device status—
This device iz warking oroperly. ﬂ
T you are having problems vith this device, click Troubleshooter to
start the troubleshooter.
I]
Troubleshooter... |
Devicr: uzage:
Il'_se this dewice [enable) j
Ok, | Cancel |

(iv) Adapter Properties diaiog box appears in which properties are

greuped in four tabs: General, Advanced, Driver and Resources.

G)

eneral Tab: This tab shows the name of the adapter, device type,

mianufacturer, location and status boX. The device status box shows

whether or not the device is working properly. If the device is not working properly,

you can click the troubles shooter button to have windows 2000 display some general
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troubleshooting tips. You can also enable or disable the device through the device

usage drop down list options.

Advanced Tab: Its contents vary depending on the network adapter

and driver that you are using.

Driver Tab: It provides the information about driver manufacturer,

date that the driver was released and the driver version. (itis useful in

determining if you have latest driver installed).

The digital signer (The company that provides the digital signature for driver

signing).

Resources Tab: Each device installed on # coriputer uses computer resources.

Resources include Interrupt Reguest (IRQ), meinory and i/O

settings. The resources tab of the network adapter properties dialog box lists the

resource setting for your network adapter, this miormation is important for
troubleshooting, because if othei device are trying to use the same resource settings,
your devices will not work properly. The conflicting device list ok at the bottom of

the resources tab shiows it any conflicts exist.

14.4. Protocols Supported by Windows 2000

Windows 2000 server stippo:ts the following protocols:
o TCPR/IP- Itis installed on Windows 2000 Server computer by default

e NW Link IPX/SPX/Net BICS - These are used to connect to Novell
Netwarz Networks. 1PX stands for Internet Packet Exchange and SPX

stands for Sequenced Packet Exchange.
e NetBEUI- it is a non-routable protocol, useful for small networks.

e Apple Talk- It is used to support Apple Macintosh computers. (it is a

fully functional, routable protocol).
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e DLC (Data Link Control)- It is used for old HP printers and IBM

mainframe computers.

14.5. TCP/IP

TCP/IP  (Transmission Control Protocol / Internet Protocol) was
developed in 1970s to connect dissimilar networks as it is supported by

all operating systems. It provides routing service in large networks.

One the most commonly used network protocols. TCP/IP was originaliy developed in the
1970s for the department of defense (DoD) as a way of connecting dissimilar networks. Since,
TCP/IP has become an industry standard. On a clean installation of windeciwvs 2000 server,
TCP/IP is installed by default.

TCP/IP has the following benefits:
e [t is supported by almost all network operating system.

e It is scalable (Can ke use for small and large Networks) aind provides routing

Services.

e |t is fault tolerant and is able to dynamically reroute the packets if

network links become unavailable (assuming alternate paths exist).

TCP/IP requires an iP Address and a Subnet Mask.
(i). 1P Address
The I address uiniquely ideritifies your computer on the network. The
IP address is a four-tield, 32 bit address, separated by periods. Part of
the address is used to identify the network address and part of the
address is used to identify the host (or local computer) computer’s

address.

(ii) Classes of IP Addresses
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IP address is a 32-bit address means 32-bit binary number divided into
4 octets. There are three main classes of IP addresses. These are class
A, class B and class C. Depending on the class you use, different parts
of the address show the Network address and the Host address.

In class A, the first bit of the first octet is always zero (0). The first
octet is used for the Network ID and the last three for the Host ID. For
the same network, Network ID is same but the Host ID for computer is
unique. In class A type of network, 2’-2= 126 networks are possible
and 22%-2 hosts can be connected. It is suitable for big networks as it
can have 126 different networks with 22 =2 computers in a single
network.

In class B, the first 2 bits are always 10 {(one zero). First 2 octets form
the Network ID and last twe form the Host ID.

In class C, first 3 bits are always 110. First 3 octets form the Network
ID and last octet form the Host ID.

All zeros (0.0.6.0) and all (255.255.255.255) are not possible because
these are usea for broadcast purpose. !n class A, IP addresses

127.00.1 is used for the ioop back.

Class A - ° ® ® ;
Network Host
Class B -0 Y ®
Network Host
Class C

"

Network Host
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Network | Address | Number of Number of host

Class Range of | networks nodes supported

first field. | available

A 1-126 126= (2'-2) 16,777,214=(2*" -
2)
B 128-191 | 16,384= (2'%-2) |65,534= (2'°-2)
192-223 | 2,097,152= 254= (2° - 2)
(2-2)

Note: IP addresses are also available in class D and = for future use.

(iti)  Subnet Mask

The subnet mask is used to specify whici part of the IP address is

the Network address and which part of the address is the Host
address. By default following stbnet mask are applied:

Class A — 255.0.0.0

Ciass 8 — 255.255.0.0

Class C — 255.255.255.0
255 are used to identify the network address. For example, in the
class B network address 167.147.1.Z. The 167.147 is the Network

address ana 1.2 is the Host address.

14.6. Cefault Gateway

You configure a default gateway if the network contains routers. A router
i a device that connects two or more network segments together. Routers

function ai the Network layer of the OSI model.
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You can configure a Windows 2000 Server to act as a router by installing
two or more network cards in the server, attaching each network card to a
different network segment and then configuring each network card for the
segment that it will attach to. You can also use third party routers, which typically

offer more features than windows 2000 server configured as routers.

As an example, suppose that your network is configured. Network A uses the IP network
address 131.1.0.0. Network B uses the IP network address 131.2.0.0. In this case, each
network card in the router should be configured with an IP address from the segment that the
network card is addressed to.

For example, the Computer NITS1 is attached to Network A. The default gateway would be
configured for this computer is 131.1.0.10. The Computer NITS2 is attached to Network B.
The default gateway would be configured for this comauter is 131.2.0.10.

14.7. Manual IP Configuraticn

You can manually configure IP if you know your IP address ana Subnet
mask. If you are using optional components such as a default gateway or
a DNS server, you need to know the IP adaresses of the computers that

host these services as well.
To manually configure iP, follow the following steps:

1. Right click My Network Places and choose Properties from the

pCR-Up menu.
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fE2 | Metwork and Dial-up Conn... [I[=]

| Fle Edit View Favorikes
J dEask = o | fsearch @
J Address I Mebwark and Dial-j Pao

cEl
%

Make Mew Local Area
Conneckion Conneckion

|Flea|t1=~!\ RTLEOZ9(ASY PCI Ethernet Adapter -

2. Network and Dial-up Connections dialog box appears. Right click
Local Area Connection and choose Froperties from the pop-up

menu.

3. Local Area Connectio: Properties dialog box appears. Select
Internet Protocol (TCP/IP) and click the Properties buttor.

Local areaNgmectiodroperties —~—— K1 E3

General |

Connect using:

i B8 Realtek RTLE029(<.5) PCI EF iemet Adapter

LConfigure |

Components chacked are uzed by thiz connection:

Cliznt for Micrazaft Networks
E—l rile and Frinter Sharing for Microsaft Metworks
W& Inter.iet Protocol [TCPAP)

Inztall... Urinztall Froperties

wide area network. protocol that provides communication

Dezcription
Tranzmizzion Control Protocol/Internet Protocal. The default
across diverze interconnected networks.

[~ Show icon in taskbar when connected

Ok I Cancel I

4. Internet Protocol (TCP/IP) Properties dialog box appears. Select

“Use the following IP address” radio button.
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Internet Protocol {TCP/IP) Properties 2] x|

General |

“ou can get |P settings assigned automatically if wour network supports
thiz capability. Otherwise, you need to ask pour network, administrator for
the appropriate [P settings.

" Obtain an IP address automatically

— Use the following IP address:

IP address: I . . .
Subnet mask: I . . .
Default gateway: I . . .

) [htain DHE sewven address autamaticaly

—% Use the following DM5 server addresses:

Preferred DNS server: I . . .

Albernate DMS server f . .

1
Advanced... |
ok | C:.»~e|J

5. Specify the IP address, Subnet mask ana Default Gateway

(optional) that you want tc use.

6. Optionally, specify a Preverred and Alternate DNS server in the

corresponding text boxes.

7. Click the CK buitton to save your settings and close the dialog box.

14.8. Testing |\P Configuration

After configuring IP, you can test the IP configuration by using
IPCONF-IG and PING commands.

(i)  IPCONFIC Commard

IPCONFIG command displays your IP configuration.
Syntax:
IPCONFIG [Options]

/AIl - Shows all information about your IP configuration.
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Switch | Description

/Al Shows information about your IP configuration. (Such as your
computer’s physical address, the DNS server you are using, and whether you
are using DHCP).

/Release Releases an address that has been assigned through DHCP.

/Renew Renews an address through DHCP

Using the IPCONFIG Command:

1. Select start = Programs = Accessories = Comriand Prompt.

2. In the command prompt dialog box, type IPCONFIG and press erier. Note the IP

address, which should be the address that you configured when the computer was

installed.

3. In the command prompt dialog box, tyne IPCONFIG / All and press inter. You now

see more information.

4. Type exit and press znter.

(if) PING Comimand

PING command is used to send an Internct Control Message Protocol

(ICMP) echo request and echo reply to verify that IP address is

configured properly ar not.

Syntax:

PING IP Address

For example if your IP address is 131.200.2.30, type the following command: PING

131.200.2.30

PING is useful for verifying connectivity between two hosts. For example, if you were having

trouble connecting to a host on another network, you would use PING to verify that a valid

communication path existed by pinging the following addresses:

VEIS
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e The loop back address, 127.0.0.1

o The local router’s computer’s IP address (You can verify this with IPCONFIG)
o The local router’s (default gateway’s) IP address

e The remote computer’s IP address

If PING failed to get a reply from any of these addresses, you would have a starting point for
troubleshooting the connection error.

Practical

) Configuring Network Adapter.
i)  Manual IP Configuration.
1) Testing IP Configuration using PING and IPCONFIG.

EXERCISE
Q.1 Fill in the blanks:

) Three primary protocols used by Windows 2000 Server are
. (TCP/IP, NW Lin¥ IPX/SPX/Net BIOS and Net

BEUI)

i)  Neiwork services provide funciions. (IP address
inanagement and address resolution)

i) DHCP stands for . {Dynamic Host Configuration
Prectocol)

Iv)  DNS stands ior . (Demain Name System)

v)  WINSstaridsfor .~ . (Windows Internet Name Service)

vi) IPXstandsfor . (Internet Packet Exchange)

vii) = SFX stands for . (Sequenced Packet Exchange)

viii) DLC stands for _. (Data Link Control)

IX)  TCP/IP address requires and . (IP address,

Suinet mask)

X) IP configuration can be tested by using and
. (PING, IPCONFIG)
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Q.2  Write short Notes:
) Network Services
i)  Protocols supported by Windows 2000 Server
iii)  TCP/IP
iv)  IP address
v)  Subnet mask
vi)  PING and IPCONFIG

Q.3 Explain TCP/IP and different classes of IP adaresses.
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+++

DNS SERVER

15.1.

DNS Server

DNS servers are used to resolve (decide) host names to IP addresses. This

makes easier for the people to access domain hosts.

Do you know what the IP address is for the white house? It’s 1©5.13/.240.91. Do you know

the host name of the white house? It’s www.whitehouse.gcv your can uriderstand why many

people might not know the IP address but would know the host name.

When you access the internet and type in www.whitenouse.gov , there are DNS servers that

resolve the host name to the proper IP address. I you do net have access to properly

configured DNS server, you can configurs a host file for vour comeuter. A host file contairis

the mappings of IP addresses to the domain hosts that you need to access.

15.2.

VEIS

Terminologizs Used in DNS

(i)  Forweaiders: This is used to confiqure tire DNS server to use
one or rmore other existing DNS servers ci your network as a
forwarder. (You have to specify the IP address of other DNS servers). Select ‘Do
not use recursior” if foiwarders is available to avoid repetition.

(i)  Recuision: Recursiorn means repeating a process until a
solution is found. This ineans that a DNS server will contact many

cther DNS servers.

(ili)  Zone: A zone is a storage database for either a DNS domain

or for a DNS sub domain. These storage database files are called

zone files.
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15.3.

VEIS

The DNS Server service is not installed by default. Before

installing DNS server service, the computer must be configured to

use a static IP address on a computer with a primary DNS suffix. If

your computer is to use DHCP to obtain its IP address dynamically, you must

reconfigure the computer with a static IP address before you install DNS.

Configuring a Primary DNS Suffix

(1)

(if)

(i)

(iv)

(V)

Right click My Computer and select Properties from the
pop-up menu.
System Properties dialog box appears. Click the Network

Identification tab.

Under the Network Identification tai, click the Properties

button.

Identification Changes dialog box appears. Ciick More
buttei.

DNS suffix and NetBIOS Computer Name dialog box
appears. Type the DNS suffix in the “Primary DNS suffix of
this computer” text box (NITS.COM) and click OK.

oSSl A NetpI0S Complier ydme KA

Frimary LS suffis of this compute;:

Inits. com

¥ Change primary OM5 zuffix when domain membership changes

MetBI0S computer name:
MITS

Thiz name iz uged for interoperahbility with older computers and services.

] Caricel
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(vi) Identification Changes dialog box appears in which full
computer name is displayed which includes computer
name and DNS suffix (PR1.NITS.COM). Click the OK

button.

(vii) In the Network Identification Changes dialog box, click
OK.

(vii) Under the Network Identification tab, click OK.

(ix) In the System Settings Change gialog box, click Yes to

restart your computer.

15.4. Installing the DNS Service

(i)  Click Start - Settings = Control Panel.
(i)  Double click Add/Remcve Programs.

(ili) Add/Remove Properties dialog box appears. Click

Add/Remove Windows Components.

(iv) Windows Components Wizard starts. In the Windows
Components screen, select Networking Services and then
click Details.
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(v)

(vi)
(vii)

Education

Windows Components Wizard x|
Windows Components b

“fou can add or remove components of Windows 2000, s
To add or remove a component, click the checkbox. A shaded box means that anly

part of the component will be installed. To see what's included in a component, click

Details.
LComponents:

% Internet Information Services (115) 18.8 ME ;I

O Eﬂ Management and kMonitaring Toolz 1.3ME

[ &= Message Queving Services 2EME

i 21 Metworking Services 0.2Me

1 2= (ther Mehwnrk File and Print Services n1kR LI
Description:  Containg a variety of specialized, network-related services and protocaols.

Total disk s.pac:e requ.lred: 0.4 ME Details.. |

Space available on disk: 167.9 MB

< Back | Mest > | Cancel |

In the Windows Components screen, click Next.

15.5. Configuring @ DNS Server to Use Itself

It means that your DNS Server needs to be coniigured to use itself to

perform host name resolution. The steps are as follows:

1. Right click My Network Places aind select Properties from the

pop-up menu.

NS

click the Local Area Corinection and select Properties.

3. Lcocal Area Connection Properties dialog box appears. Select

In the Networking Services dialog box, select Domain Name
System (DNS) and click OK.

In the Completing “Wizard screen ciick Finish button.

Network and Dial-up Connrections dialog box appears. Right

!nternet Protocol (TCP/IP) and click the Properties button.

4. internet Protocol (TCP/IP) Properties dialog box appears.
Ensuie that the “Use the following DNS server addresses”

option is selected. Then, in the “Preferred DNS server” text box,

VEIS
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type the IP address of this DNS Server and click the Advanced
button.

5. Advanced TCP/IP Settings dialog box appears. Click the DNS
tab.

6. Under DNS tab type your domain name (i.e. your company
name) in the “DNS suffix for the connection” text box.
Generally, it is advisable to accept the remaining default

settings under this tab and click OK.

7. In the Internet Protocol (TCP/IP) Preperties dialog box, click
OK.

8. In the Local Area Connection properties dialog sox, click OK.

9. Close the Network aixd Diai-up Connections dialog box.

15.6. Configurinc a Root Server

If this is the first DNS Server on your network and vour network is not
connectec to the Internet, then you have to configure first server as the

root server. To configure root server follow tie following steps:
1. Select Start -» Programs = Administrative Tools - DNS.

2. In the DNS dialcg box, szlect your computer in the left pane,

which will indicate that DNS server has not been configured.
3. Selact Action = Configure the server.
4. Configure DNS Server Wizard starts. Click Next.

5. Select “This is the first DNS server on this network’ and click

OK. If you want this DNS server to use an existing root server on your network,

select the ‘One or more DNS servers are running on this network’ option and
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provide IP address of a root server on your network that you want to this server

to use.

Forward Lookup Zone screen appears. You can choose whether

or not to create a forward lookup zone now.

Click Finish and close the DNS Server dialog box.

15.7. Advanced DNS Settings

To access the DNS Advanced Properties follow the following steps:

- Click Advanced tab in the Internet Prctocol (TCP/IP) Properties

dialog box. I T .

- Click DNS tab
Advanced TCP/IP Settings

dialog box.

in the

IPSetings DNS | wiias | Options |

DS serve: addresses, in order of use:

EI_AEJ

2
Add. Edt. | Remove |
The fon~wing three zettings are ~pplied to all connections with TCRAP
enabled. “aor resolution of unguanisd names:
' Append piary and connection specific DNS suffives
™ Append perent suffives of the primary DMS suffis
4y mend these DMC suffises (in order):

]
2]

wdil. || Edi Femove. |

DME suns for this connection: Inits

W Regist~s this connection's addresses in DNS

™ Us this conmection's DNS suffi in DNS registration

Options in Advanced DNS TCP/IP Settings

Options Description
DNS Server Specify the DNS servers that are used to resolve DNS

Addresses, in Grder | queries.

of Use

Append Primary and

Specifies how unqualified domain names are resolved

VEIS
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Connection Specific
DNS Suffixes

by DNS. For example, if your primary DNS suffix is nits.com and

you type ping tinku, DNS will try to resolve the host name as

tinku.nits.com.

Append Parent
Suffixes of the
Primary DNS suffix

Specifies whether name resolution includes the parent
suffix for the primary domain DNS suffix, upto the

second level of the domain name. For example, if your

primary domain DNS suffix is training.nits.com and you type ping
nitsl, DNS will try to resolve the host name as
nits1.training.nits.com. if this does 10t work, DNS will try to resolve

the host name as nitsl.nits.coni.

Append These DNS

Suffixes

Specifies the DNS suffixes that will be used to

attempt to resolve ungualified name. Fsi example, if your
primary DNS suffix is training.com and you type ping nits, DNS will
try to resoive the host name as nitsl.training.com. If you appznd the
additional DNS suftix eg. adpr.com and type ping nits1, DNS will try
to resolve the hest name as nitsl.training.com and nitsi.adpr.com.

DNS Suffix for this

connection

Specifies the DNS sufiix for the connection. If this
value is configured by a DHCP server and you
specify a DNS suffix, it will override the value set by
DHCP.

Register this
connection’s address
in DNS

| Specifies that the computer will try to register its

address dynamically using the computer name

(accesced through the system icon in control panel).

Use this corinection’s
DNS sufiix in DNS

Registration

Wheii the computer registers automatically with the
DNS server, it should use the combination of the

computer name and the DNS suffix.

VEIS

152/211




Windows 2000 Server Administration VEIS Computer Education

Practical

)

Configuring a Primary DNS suffix.

i) Installing the DNS service.

i)  Configuring a DNS Server to use itself.
Iv)  Configuring a Root Server.

Exercise - 15

Q.1 Fill in the blanks:

Q.2

VEIS

1)

i)
i)

DNS server is used to -------------- . (resoive hiost names to IP
addresses)

Recursion means ---------------- . (repeating a process until
solution is found)

DNS service is installed through -------------- . (Start >

Settings = Control Panel = Add/Remove Programs)

Write short Notes:

i)
i)

DNS
Installing DNS service
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CHAPTER 16

WINS SERVER

16.1. NetBIOS Name Resolution

Windows 2000 uses NetBIOS names in addition to the host names to
identify network computers. This is mainly for backward compatibility
with Windows NT 4.0. This address resolution can k¢ accomplished by

using one of the following methods:
e Through a WINS server.

e Through an LMHOSTS file.

16.2. WINS Server

Windows Internet Mame Service (WINS) server dynamicaily updates its
NetBIOS names to iP addresses whenever computers are added to or

removed frecm the network.

1€.3. Installing WiNS$ Service

The installation procedure for WINS is same as DNS choose WINS
instead of DNS.

1. Select Start = Settings = Control Panel.

2. Dounle click Add/Remove Programs.

o

In whe Add/Pemove Properties dialog box, click Add/Remove Windows Components.

4. The Windows Components wizard starts. In the windows component screen, select

Networking Services and then click Details.
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5. In the Networking services dialog box. Select Windows Internet Name Service (WINS)
and click OK.

6. In the windows components screen, click Next.

7. In the completing wizard screen click Finish button.

16.4. Advanced WINS Settings

You can configure the Advanced WINS options through the WINS tab in
the Advanced TCP/IP Settings dialog box. The options are as follows:

Option Description

WINS addresses, in Specify the WINS servers that are used o
order of use resolve WINS queries.

Enable LMHOSTS Speciﬁes whether an LMHOSTS file can be |
lookup used for name resolution.

Enable net BIOS over | Use this option if your network also includes
TCP/IP pre-windows 2000 comjputers.

Disable Net BIOS over | Use this option only it your network includes
TCP/IP only windows 2800 clients.

Use_l\let BIOS setti?gs Specifies whenr NetBIOS and WINS setting
from the DHCP server are obtained from the DHCP server.

16.5. LMHOSTS File

AniImhosts file is a text file that contains a list that maps the IP addresses

to the NetBiOS names on the network.

By default, Imhosts file does not contain any mapping entries. You have

to make entries manually. Therefore every time when a computer is
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added to or removed from network, the Imhosts file is to be amended
using notepad or any other text editor.

On Windows 2000 Server, the Imhosts file is stored in

systemroot\system32\drivers.

Sample host file

167.147.1.1 NITS1
167.147.1.2 NITS2

167.147.1.3 NITS3

Practical

) Installing WINS service.

Exercise - 16
Q.1 Fill in the blanks:
i) NetBICS are used wmainly for ------------- . (backward
compatability with Windows NT 4.0)
I Address resolutior can be accompiished by ------------- and -----
---------- . (WWINS Server, LMEOSTS file)
i)  WINS stands for -------------- . (Windows Internet Name
Service)

Iv)  L.MHOSTS tile is a text file that maps the IP addresses to the ---
------------ . (NetBIOS names)

Q.2 Write short Notes:
i) NetBlIOS
i) WINS
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CHAPTER 17

DHCP SERVER

17.1. Dynamic IP Configuration

DHCP (Dynamic Host Configuration Protocol) is used to assign an IP

address dynamically. By default, when TCP/IP is installed on a windows 2000 server

computer, the computer is configured for dynamic IP configuration If your computer is
configured for manual IP configuration and you want to use dynamic IP configuration. The

DHCP server provides centralized management of IP address assignment.

17.2. Configuring a Computer to Obtain IP_Address ~rom a DHCP

Server
1. Right click My Network Places and choose Properties.
2. Right click Lecal Area Connection and choose Properties.

3. Local Aiea Connection Properties dialog box appears. Select the

Internet Protocol (TCP/IP) and click the Properties button.

4. Internet Protoco! (TCP/IP) Properties dialog box appears. Choose

“Obtain an IF address automatically”. Then click the OK button.

17.3. Installing DHCP Service

Before installing DHCP service, the TCP/IP must be installed and
manhually configured on the Windows 2000 Server. The installation
procedure icy the DHCP is same as for the DNS, choose DHCP instead of

DNS. The steps are as follows:

Steps
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Select Start = Settings = Control Panel.
Double click Add/Remove Programs.

Add/Remove Properties dialog box appears. Click

Add/Remove Windows Components.

Windows Components Wizard starts. In the Windows
Components screen, select Networking Services and then

click Details.

Networking Services dialog box appears. Select Dynamic
Host Configuration Protocol (CHCP) and click OK.

In the Windows Components screen, click Next.

In the Completing Wizard screen click Finish button.

17.4. Creating a DHCP Scope

A DHCP scope is a range of IP addresses an a DHCP Server that can be

assigned to the DHCP clients that are available on a single subnet mask.

Steps to create a DHCP scope are as follows:

1.

2.

(08

VEIS

Select Start -» Programs - Adrministrative Tools - DHCP.

Select the DHCP Seiver for which you want to create a

scope.
Select Action = iNew Scope.

In the Scope Name screen, type the Name and Description

for the scope and click Next.

IP Address Range screen appears. In the “Start IP address”

and “End IP address” text boxes enter the range.
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10.

Enter the subnet mask or the length of the network address.
For example Class A has 8 bits, Class B has 16 bits and
Class C has 24 bits length.

Add Exclusion dialog box appears. In this, add IP address

range, which is already in use or reserved.

Lease Duration dialog box appears. In this you can specify
how long the client will be able to use the IP address before

the IP address is returned to the DHC scope.

Configure DHCP dialog box appea:s. In this choose “Yes, I
want to configure these options now”. If you want to
configure settings for DNS, Rouier and WINS then select

“No, I will configure these options latci™.

Click Finish.

17.5. Special K.inds of DHCP Scopes

= Superscope: This type of scope contains range of IP addresses that

are spread over severai subnet masks.

= Multicast Scope: This type of scope contains a range of class D IP

addresses.

17.6. Authcrising a DHCP Server in Active Directory

It a DHCF Server is a part of Active Directory, then you must authorize

the DHCP Server to assign IP addresses to the network computers.

Steps to Authorize DHCP Server

1.

VEIS

Select Start - Programs - Administrative Tools - DHCP.
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2.

Select the DHCP Server, you want to authorize.
Select Action = Authorize.
Wait for two minutes and then select Action = Refresh.

The DHCP Server is now authorized. The icon next to the DHCP

server now contains a green, upward pointing arrow (instead of a red,

downward arrow).

Close DHCP

17.7. Configuring DHCP for DNS Integraticn

By default, all Windows 2000 computers that have TCP/IP installed,

automatically register their IP addresses and host namies with the DNS

Server on the network. Windows NT, Windows 95 and Windows 98

computers are not capable of dynamicaliy registering their 7 addresses

and host names inforrnation with a DN3 Server.

If you want that the DNS Server should support dynamic update, then

configure the D!HCP for DNS integration. The steps zre as follows:

1.

2.

VEIS

Select Start = Programs = Administrative Tools > DHCP.

Select the DHCP Server yeu want to configure for integration.

Select Action => Properties.
In the DHCP Properties dialog box, click the DNS tab.

Chack “Enable updates for DNS clients that do not support
dynamic updates” for Non-Windows 2000 clients and “Always
Urdate DNS” for Windows 2000 clients check boxes.

Close DHCP.
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Practical

) Configuring a computer to obtain IP address from a DHCP Server.
i)  Installing the DHCP Server.

i)  Creating a DHCP scope.

Iv)  Authorising a DHCP Server in Active Directory.

v)  Configuring DHCP for DNS integration.

Exercise - 17
Q.1 Fill in the blanks:
) DHCP stands for . (Dyniamic Host Configuration
Protocol)
i)  DHCP is used to assign _. (IP address dyiiamically)

Q.2  Write short Notes:
i) DHCP
i) Special kinds cf DHCP scopes
i)  DHCP scowe
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CHAPTER 18

NW LINK IPX/SPX/NETBIOS

18.1.

Introduction

NW Link IPX/SPX/Net BIOS is a routable protocol, which is used to

provide connectivity with the Netware servers.

If you want to access Netware file and print services, you need t5 instaii NW link and Client

Services for NetWare (CSNW) on your windows 2000 client o Gateway Services for
NetWare (GSNW) on your windows 2000 server computer. {CSNW and GSNW are software

packages that work at the upper layers of the OSI moJel to allow access to-iiet ware file and

print services).

18.2.

Installing NW Link IPX/SPX/Net BIOS

To install NW Link, foilow the following steps:

1.

2.

I~

VEIS

Right click My Network Places and choose Properties.
Right click Local Area Coriection and chaose Properties.

Local Area Conriection Properties dialog box appears. Click the

Install hutton:.

. Select Network Component Type dialog box appears. Select

Protocol and click the Add button.

Select Network Protocol dialog box appears. Select NW Link
IP>/SFX/NetBIOS Compatible Transport Protocol from the list
and then click the OK button.
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Practical
Installing NW Link IPX/SPX/NetBIOS.

Exercise - 18

Q.1 Fill in the blanks:

) NW Link IPX/SPX/NetBIOS is used to provide connectivity
with servers. (Netware)

Q.2  Write short Notes on NW Link IPX/SPX/NetRICS
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CHAPTER 19

WEB SERVER

19.1.

Introduction

When IIS is installed on a Windows 2000 computer, then it acts as a Web

Server.

19.2.

Installing 11S

Internet Information Services (11S) is used ta publish muiiiple web sites

on the Internet or on a private intranet. 11S is a full-featured wek server, designed to

support heavy Internet usage.

By default 11S is installed and if not installed you can install I'5 through

the following steps:

1.
2.

3.

VEIS

Select Start = Settings = Control Panel
Double click the Add/ Remove Programs icon.

In the Add/Remove Programs window, click the Add/Remove

Windows Coinporents.

. Windows components are displayed in which check the Internet

Infcrmation Services (i1S) ¢heck box and click the Next button.

When prompted, insert the Windows 2000 Server CD and click the
OK button.

After copying all of the files, you will see Completing the

Winacws Components Wizard. Click the Finish button.

Close the Add/Remove Programs window.
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19.3. Configuring and Managing I1S

When I1S is installed, you will see the Internet Services Manager program
item in Administrative Tools. This is the primary utility used to manage
1S.

The following services are installed as a part of I1S.

e File Transfer Protocol (FTP), which is used to transfer files

between two computers using the TCP/IP protocol.

e Hyper Text Transfer Protocol (HTTP), whicihi is used to create

contents for web sites as well as to navigate websites.

e Simple Mail Transfer Protocol (SMTP), which is used to transfer

mail between two SMTP mail systems.

e Network News Transfer Protccol (NNTP), which is used to
provide newsgroup services between NNTP servers and NNTP

clients.

19.4. Conficuring a Web Site

Once the NS is instalied on Windows 2000 computer, it is called a Web
Server. When thie web server is instziled, it creates a default web site. The
contents of the default wep site are located in the

Drive:\Inetpub\wwwroct.

To marage any of the web sites select Start - Programs -
Administrative Tools - Internet Services Manager. Internet Services

Ivianager has following items by default:
(i)  Default FTP Site

(i)  Default Web Site
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(ili)  Administration Web Site

(iv) Default SMTP Virtual Server

Note: These default sites and virtual servers are provided to help you get 1IS up and

running as quickly as possible.

WEB SITE PROPERTIES

To access a web site’s properties, right click the web site you want to manage in the 11S

windows and select properties from the pop up menu. This brings up the web site

properties box.

The Web Site Properties Dialog Box Tabs:

Tab Description

Web site Allow you to configure web site identificaticii, connections and
logging.

Operators Allows you to coniiqure which useis and groups can manage the
web site

Performance Allovs you to configure performance tuning. Bandwidth ihrottling,
and process throttling

ISAPI filters Adlow you to set ISAPI (Internet Server Application Programming

Interface) filters.

Home directory

Allow vou te configure the content location, access permissions.

Coritent control, and application settings

Documents

Allcw you to specifv the gefault document users will see if they

access vour web site without specifying a specific document

Directcry security

Allow you to configure anonymous access and authentication

control, IP address and domain name restrictions, and secure

communications.

HTTP headers

Allows you to configure values that will be returned to web browsers
in the hypertext mark up language (HTML) headers of the web pages

Custom errors

Allow you to present a customized error message that will appear

when there is a web browser error.

VEIS
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Server extensions Allow you to configure publishing controls for frontpage options.

VEIS

Web Site Tab:

The web site tab includes options for identifying the web site, controlling connections,

and enabling logging.

Web Site Identification:
Description: By default, the web site description is the same as the name of the web

site. You can change this.

IP Address: If you leave the IP address at the default setting of ail unassigned, all of
the IP addresses that are assigned to the computzr and that have not been assigned to
other web sites will be used.

TCP Port: The TCP port specifies the port that will be 1:sed to respond to HTTP
requests by default. The default TCP port that is used is 80. If you change this value,
clients attempting to connect to the web site must specify the correct port value. This

option can be used for additional security.

Connections:

By this you can aliow unlimited connections to the web site, or you can control the
number of coriections. To specify a connection limit, select the limited to option and
ente: and enter the maximu:in nuriber of connections allowed.

The connection timeout is used to specify how long an inactive user can remain

conneciad to the web site before the conneccion is automatically terminated.

If you select the HTTP keep—Alives enabled option, the client will maintain an open
connection with the server, as osposes to opening a new connection for each client

request. This enhances clieni performance, but may degrade server performance.

Loqaing:

Logging i5 used to enable logging features, which record details of web site access. If
logaing is enabled, you can select from several log formats that collect information in
2 specified format. If you want to log user access to the web site, the log visits check

box on the home directory tab must also be checked (which is the default setting).

Operators Tab:

167/211




Windows 2000 Server Administration VEIS Computer Education

VEIS

You can configure which users and groups are able to manage that web site through
the operators tab, by default, the administrators group is assigned operator

privileges.

Performance Tab:

This allows you to configure performance tuning, bandwidth throttling, and process

throttling.

Performance Tuning:

Performance tuning allows you to tune your web site based on the number of hits

your web site is expected to receive each day.

Bandwidth Throttling:

Bandwidth is defined as the total capacity of your transmissior media. This can be

expressed as bits per second (BPS) or as Hertz (freguency). 11S allows you to soecity
how much bandwidth can be used in terms of kiloiytes per second (KBS).

If the server is used to host other web sites or is used for other purposes. such as
hosting an e-mail server, you might want to limit the maximum amount of bardwidth
that can be used hy ycur web server. Thiz is called oandwidth throttling. If
bandwidth throttiing is not enabled, your web server can use the maximum amount of
bandwidth throttling is not enabled, your web server can use the maximum amount of

bandwicicth thac is available.

Process Thiottling:

When you enahle process throttling, you can specify the percentage of CPU
processing that can be used by the web site, if you select the enforce limits option,
whatever value 12 for precess thractling will be enforced. If this option is not selected,
the cite will be able to excezd the process throttling settings, and an event will be

veritten to the event log.

ISAF | filters Tab

Interncy Sevver Application Programming Interface (ISAPI) filters direct web
browzer reguests for specific URLSs, which are then run. ISAPI filters are commonly

used to manage customized logon authentication. These filters work by monitoring
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HTTP requests and responding to specific events that are defined through the filter.
The filters are loaded into the web site’s memory.
Through the ISAPI filters tab, you can add ISAPI filters for your web site, the filters

are applied in the order they are listed in the list box.

Home Directory Tab:

The home directory tab includes options for the content location, access permissions,

content control, and application settings.

Content Location:

The home directory is used to provide web corient. The default directory is

c:\Inetpub\wwwroot. You have three choices for the location of the home directory.

e Adirectory on the local computer

e A share on another computer (stored or the local netwerk and idcitified by a
UNC name).

o A redirection to a resource using a URL

Access Permissions and Content Control:

Access permissions defire what access users have to the wei site. Content control
specifies whether logging and indexing are enabled. The access permissions and

content coritrol cptions are described in table 10.2

Option Description
| Script source access Allows users 1o access source code for scripts, such as asp
(active server pages) applications, if the user has either
read or write permissions.

Reaa Allows users to read or download files located in your
hare folder. This is used if your folder contains HTML
files. If your home folder contains CGI applications or
ISAPI applications, you should uncheck this option so that
users cant download your application files.

Wiite Allows users to modify or add your web content. This
access should be granted with extreme caution.
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6. Document Tab:
This allows you to specify the default document users will see if they access your web
site without specifying a specific document. You normally set your default document
as your web site’s home page.
7. Directory Security:
This tab includes options for anonymous access and authentication control, IP
address and domain name restrictions and secure communications.
8. HTTP Headers:
This tab allows you to configure values that will he returned to web orowsers in the
HTML headers of the web pages.
9. Custom Errors Tab:
If the web browser encounters an errar it wili display an error message.
10. Server Exterisions:
This tab allows you to configuiie publishing controls for Fro:itPage options.
PRACTICAL
(iy  Installing lIS.
EXERCISE
Q.1 iill in the blanks:
) After installing 11S on a Windows 2000 computer, it acts as a ---
----------------- . (Web Server)
i) 1S stands for -------------- . (Internet Information Services)
i) 1S is used to --------------- . (publish multiple web sites)
Iv)  IIS is managed through -------------------- . (Internet Services
Ivianager which is under Administrative Tools)
v)  NNTP stands for --------------- . (Network News Transfer
Protocol)
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Q.2 Short Notes:
) Web Server
i 1S
i) Internet Services Manager
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CHAPTER 20
WINDOWS 2000 BOOT PROCESS

20.1. Introduction

The boot process starts when you turn on your computer and ends when
you log on to Windows 2000.
The Windows 2000 boot process consists of following major stages:

> Pre-boot Sequence

» Boot Sequence

» Kernel Loading

» Kernel Initialization

» Logon

20.2. Pre-Boot Sequence

A normal boot process begins with trhie pre-toot sequence, in wnich your
computer starts ug and prepares for booting the operating system.

System files residz in system partition aniu most of the boct proces: files reside in the root of
the boot partition. The default foldei for NT files is WINNT. Thz system partition and boot
partition can be on the same partition or on different partitions.

File autributes are usad to speciiy the properties of a file. Examples of the attributes are
system (S), Hidden (H), and Read-only (R). This is important to know because, by default,
system and hidden files are not listed in windows explorer by selecting tools =2 folder options
and clicking the view tab. in this dialeg box, select the show hidden files and folders option,
and uncheck the hide file extensions for known file types and hide protected operating system

files options.

1) Files Accessed in the Pre-Boot Sequence

During the ore-boot sequence, your computer accesses the NTLDR
file. This file is used to control the Windows 2000 boot process until
control is passed to the NTOSKRNL file for the boot sequence. The
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NTLDR file is located in the root of the system partition. It has the file
attributes of System, Hidden and Read only.

i) Steps in the Pre-Boot Sequence

1. When the computer is powered on, it runs a Power On Self Test

(POST) check. The POST detects the process you are using, how much

memory is present, what hardware is recognized, and whether the bios (basic

input/output system) is standard or has plug and play capabilities.
2. The BIOS points to the boot device and the Master Boot Record

(MBR) is loaded.

3. The MBR points to the active partition. The active partition is
used to specify the partition which should be used to boot the
operating system. This is normally thie C: drive. Orice the MBR
locates the active partition, the Boct Sectsi is loaded into the
memory and is executed.

4. The boot sectei points to the NTLDR file and this Tile executes.
The NTLDR file is used to initialize and start the Windows
2000 boot process.

i)  Possible Errors During the Pre-Boot Sequence

If you see errors during the pre-boot sequence they are probably
not related to the Windows 2000 Server because the operating
system has not vet been loaded. The following are some of the

common causes for errors during the pre-boot stage:

" improperly If the POST does not recognize your hard dive, the pre
configured boot stage will fail. This error is most likely to occur in a computer
hard ware that is still being initially configured. If everything has been working

properly and you have not made any changes to your configuration, a

hardware error is unlikely.

Corrupt MBR | Viruses that are specifically designed to infect the MBR

can corrupt it. You can protect your system from this
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type of error by using virus-scanning software. Also, most

virus scanning programs can correct an infected MBR.

No partition is
marked as

active

This can happen if you used the FDISK utility for

creating partition and did not make a partition active. If
the partition is FAT 16 or FAT 32 and on a basic disk, you can boot the

computer to DOS or windows 9x with a boot disk, run mark a partition
as active. If you created your partitions as a part of the windows 2000
installation and have dynamic disks, marking an active partition is done

for you during installation.

Corrupt or
missing
NTLDR file.

If the NTLDR file does iot exect.te, it may have been
corrupted or deleted (by  virus or malicious intent). YOU can
restore this file through the ERD (Emergency Repair
Disk).

System files
run from DOS
or Windows
9.x after
Windows
2000

installation

The system (system Tiies) has been transferred from
DOS or Windows 9.X. If you have done this, the only

soiution is to reinstai! Windows 2000.

Boot Sequence

When the pre-boot seguence is coripleted, the boot sequence begins. This

includes the following phases:

VEIS

(i)  Initial boot loader phase

(ii)
(i)

Operating system selection phase

Hardware detection phase.

a) Files Accessed in the Boot Sequence
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Along with the NTLDR file, the following files are used during the

boot sequence:

BOOT. INI: This file is used to build the operating system
menu choices that are displayed during the boot process. It is
also used to specify the location of the boot partition. This file is
located in the root of the system partition. It has System and
Hidden attributes.

BOOTSECT.DOS: This file is an optional file that is loaded if

you choose to load an operating system aiiier than Windows

2000. It is used only in dual boot or inulti boot computer. This
file is located in the root of the system partiticii. It has System
and Hidden file attributes.

NTDETECT.COM: This tile is used to detect any hardware that

is installed and to add information about the hardware to the

registry. This file is located in the root of the system partition. It
has System, Hidden and Read oniy file attributes.
NTBOQTDD.SYS: This file is an optional 1ile and is used when

you have a SCS! (Small Computer Sysiem Interface) adapter.

(This option is rot cornmonly implement ') tiis file is located in the root of the

system partiuions. (t has the file attributes o system and hidden.

NTOSKRNL.EXE: This ftile is used to load the Windows 2000
operating system. This file is located in WINNT\SYSTEM32

folder and has nc file attributes.

b) Steps in the Boot Sequence
1. Foi the initial boot loader phase, NTLDR switches the

processor from real mode to 32-bit flat memory mode and starts
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the appropriate Mini File System Drivers. Mini file system
drivers are used to support your computer’s file systems.

2. For the operating system selection phase, the computer reads
the BOOT.INI file, which builds operating system choices. If
you choose an operating system other than Windows 2000, the
BOOTSECT.DOS file is used to load the alternate operating
system and the Windows 2000 boot process terminates. If you
choose a Windows 2000 operating system, the Windows 2000
boot process continues.

3. If you choose Windows 2000 operating system, the
NTDETECT.COM file is used 1o perform hardware detecticn.
Any hardware that is detected is added to the registry, in the
HKEY _LOCAL_MACHINE key. Some of the hardwares that
NTDETECT.COM wili recognize includes communicatiori and
parallel ports, the keyboara, the fioppy disk drive. the mouse,
the SCS! adapter and the video adapter.

4. Control is passed to the NTOSKRINL.EXE to start the kernel
i0ading process.

c) Possibie Errors Duiing the Boot Seqience

Missingor I (f any of the NTLDR, BOOT.INI,
corrupt boot BOOTSECT.DOS, NTDETECT.COM or
files NTOSKRNL.EXE is corrupt or missing, (by a virus

or malicious intent,) the boot sequence will fail. You
will see an error message that indicates which file
IS missing or corrupt. You can restore these files
through the ERD.

Improperly If you have made any changes to your disk
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configured
BOOT.INI file

configuration and did not make appropriate
changes in the BOOT.INI file, then your

computer will not start.

Unrecognizable
or improperly
configured

hardware.

If you have serious errors that cause
NTDETECT.COM to fail, then you should

resolve the hardware problems. If your computer has a

lot of hardware, remove all of the hardware that is not required
to boot the computer. Add each piece of hardware one at a time
and boot the computer. This wil! nelp you icentify which piece
of hard ware is bad or is corfiiction for a resource with

another device.

20.4. Kernel Loading Sequence

In the kernel load sequence, the iHardware Abstraction Layer (HAL.),

computer control set and low-level device drivers are loaded.

The kernel loading secuence consists of the Tollowing steps:
1. The NTOSKRNL.EXE file is loadecd and initialized.
2. Tne HAL is loaded. This is the HAL that makes Windows

VEIS

2000 portable to support different plaiforms such as Intel and

Alpha.

3. The computer control set is used to control system

configuraticn, such as list of device drivers that should be

loaded.

4. Low-level device drivers, such as disk drivers are loaded.

Note: if you have problems in loading the Windows 2000 kernel,

then you will have to reinstall the operating system.
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20.5.

Kernel Initialisation Sequence

In this the HKEY_LOCAL_MACHINE\HARDWARE registry and clone

control set are created, device drivers are initialized and high order

subsystems and services are loaded.

Steps:

Once the kernel has been successfully loaded, the registry key
HKEY_LOCAL_MACHINE\HARDWARE is created. This registry key is used to
specify the hardware configuration of hardware components when the computer is
started.

- The clone control set is created. The clone control set is an exact cony of the data that is

used to configure the computer and does not include changes made by the startup process.

- The device drivers that were loaded during the kernel foad phase are initiziized.

- Higher order sub systems and services are loaders.

20.6.

Logon Sequence

In the logon sequence, the user logs on 9 windows 2000 and any remaining services are

loaded.

20.7.

VEIS

Steps:
1. After completion of kernel initialization sequence, the Logon to

Windows dialog bex appears. At this peint, you should type in a

valia Windows 2000 username and password.
The  service controller performs  z  final scan of HKEY _
LOCAL_MACHINE\SYSTEM\CurreiitConrirolSet\Services to see if there are any
remaining service that nced to be loaderi.
If logon errors occur, they are usually due to an incorrect username or password or
the unavailability of a domain controller to authenticate the request.
Ervor can also occur if a service cannot be loaded. If a service fails to load, you will

see & message in event viewer.

BOOT.INI File
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BOOT.INI file is located in the active partition and is used to build the

boot loader menu and to specify the location of the Windows 2000 boot

partition. It also specifies the default operating system that should be

loaded. You can open and edit this file to add switches or options that allow you to control

how the operation system is loaded. You can edit a BOOT.INI file in notepad. It uses ARC

naming conventions.

ARC Naming Conventions

ARC stands for Advanced RISC Computing. RISC siands for Reduced
Instructions Set Computing. In the BOOT.INI file, the ARC path is used

to specify the location of the boot partition within the disk channel.

multi(w)

or scsi(w)

Identifies the type of disk controller that is being used by

the system. The multi option is used by IDE controllers and SCSI
adapters that use the SCGI BIOS. The scsi- option s used by SCSI
adapters that do not use the SC3I BIOS. The letter {w) represents

the number of the hardware adapter you are booting

from.

disk(x)

Indicates which SCSI adapter you are booting from, if
yoL use the SCSI optton. !f you use multi, this setting is

always 0.

raisk(y)

Specifies the numoer of the physical disk to be used, 0
means fust disk (Primary) and 1 means second disk

(Secondary). In an IDE environment, it is the ordinal of the disk

attached to the controller and will always be a 0 or 1. On a SCSI system,

this is the ordinal number of the SCSI drive.

partiiion(z)

Specifies the partition number that contains the operating

system files. The first partition is always 1.

VEIS
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Example of BOOT.INI file

Multi(0) disk(0) rdisk(0) partition(1)\WINNT=  “Microsoft
Windows 2000 Server:”

This indicates:

e multi(0) is an IDE controller or a SCSI controller with the BIOS

enabled.

e disk(0) is 0 since the multi option has been used.

e rdisk (0) specifies that the first disk on the controller is being
used.

e partition (1) specifies that the systern partition is on the first
partition.

e \WINNT indicates the folder that is used to store the operating
system files.

e “Microsoft Windows 2000 Server” is what the user sees in the

boot menu.

BOOT.INIJ Switches

When ycu edit your BOOT.INJ tile, you can add switches or options that allow you to

contiol how the operaiing system is loaded.

Switch Description
| /basevideo Boots the ceinputer using a standard VGA driver. This option is used

when you charige your video driver and then cannot use the new port.

/maxmem:n Spec_lfies the maximum amount of RAM that is recognized. This
option is sometimes used in test environments where you want to
analyze performance using different amounts of memory.

/noguiboot Boots Windows 2000 without loading the GUI. With this option, a
command prompt appears after the boot process ends.
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Practical
i) Editing BOOT.INI.

EXERCISE
Q.1 Fill in the blanks:
) NTLDR file is accessed during the ------------ sequence.
(Pre-Boot)
i) HAL stands for ------------- . (Hardware Abstraction Layer)
i)  ARC stands for --------------- . (Advanced RISC Computing)
Iv)  RISC stands for ----------------- . (Reduced Instructions Set
Computing)
v)  Operating system selection choice menu appears in -----------
----- file. (BOOT.INI)
vi)  BOOT.INI file is located in the ----- mmmmmmmeee . (root of the
system partition)
vii)) BOOTSECT.DOS is loaded i you choose ------------ - (an QS
other than Windows 2000)

viiil) NTOSKRNL.EXE file is located in the ----=---------- :
(WINNT\SYSTEM32)

Q.2 Short Notes:
) Stages of 000 process
i)  BOOT.INI
i)  NTOSKRNL.EXE
Iv)  ARC Naming convention
v)  BGCOTSECT.DGS
vi)  NTDETECT.COM

Q.3 Explair complete boot process in Windows 2000.
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CHAPTER 21
ADVANCED STARTUP OPTIONS

21.1.

Advanced Startup Options

Advanced Startup options are used to troubleshoot the errors which occur

during booting. To access Advanced Startup Options, press F8 key when

prompted or at the beginning of the Windows 2000 Server boot process.

The Advanced Startup options are as follows:
» Safe mode

VEIS

In the safe mode, the server loads the minimum device drivers
required to boot the system. If your server is able 10 boot through
the safe mode, then you can find out the driver, wnich is causing
the trouble using Contro! Panel or Device Manager.

Safe Mode With Networking

This is the saine as the safe mode option, but it adds the

networking featuires.

Safe Mode VWith Commarnd Prompt

This option starts the computer in safe mode but instead of loading
the graphical interface, it loads a cornmand prompt.

Enable Boot Logging

Boot logging creaies a log file that tracks the loading of drivers and
services. This aliows you tc log all the events that take place during
a normal boot sequence. This log file is used to troubleshoot the
boot process and the log information is stored in
\Winnt\ntbtlog.txt.

Enable VGA Mode

This option loads a standard VGA driver without starting the

computer in Safe Mode. You might use this mode if you changed

182/211



Windows 2000 Server Administration VEIS Computer Education

your video driver and, did not test it and tried to boot Windows
2000 with a bad drive that may not allow you to access video.

» Last Known Good Configuration

This option boots using the Registry information which was saved
last time when the computer was successfully booted.

» Directory Services Restore Mode

This option is used when the server is configured as Domain
Controller to restore the Active Directory.

> Boot Normally

Boot in the default manner.

Practical
) Using different Advanced Startup Optiois.

EXERCISE
Q.1 Explain advancec startup options in Windows 2C00.
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CHAPTER 22
STARTUP AND RECOVERY OPTIONS

22.1. Startup and Recovery Options

These options are used to specify the default operating system that is

loaded and the action to be taken in the event of system failure.

To access the Startup and Recovery options proceed as follows:

(i)  Right click My Computer and select Properties from the pop up
menu.

(i)  Click the Advanced tab and then click the Startup and Recovery
button

OR

(i)  Select Start - Settings -» Control Panel

(i)  Double click the System icon.

(iii)  Click the Advarced tab.

(iv) Click the Startus and Recovery button.

22.2. Different Startup and Recovery Options

Options that can be specified through the Startup and Recovery are as

follows:

Option Description

Default Specities the opeiating system that should be loaded by
operating default. If na selection is made the operating system selection menu (If
system your computer dual boots or multi boots and an operating system

selection menu appears during boot up).

Disnlay list of | Specifies how long the operating system selection menu
operating should be available before the default selection is loaded.

system for x (If your computer dual boots or multi boots and an operating system
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seconds selection menu appears during boot up). By default, this option is set to
30 seconds.
Write an Specifies that an entry should be made in the system log

event to the

system log

whenever a system failure occurs. By default, this option is

enabled, which allows you to track system failures.

Send an
administrative

alert

Specifies that a pop up alert message should be sent to

the administrator whenever a system failure occurs. By

default, this option is enabled, so the administrator is notified of system

failure.

Automatically

reboot

Specifies that the computer shioula automatically reboot

in the event of a system failure. By default, this cntion is

enabled, so the system restarts after a failure without intervention. You
would disable this option if you wanted 10 see the blue screen for

analysis.

Write
debugging

information

Specifies that the dehugging information (a rnemory

dump) sihould be written tc a file. You can choose net to create

a dump file or to create a small memory dump (64KB) file, a kernel
rnemory dump file, or a complete memory dump file. Complete, memory
files require free disk space equivalent to your memory and a page file
that is at least as large as your memory with an extra 2MB. The default

setting is to writz debugging information to a complete memory dump.

Ovenwrite

If veu have created any durp files, then it allows you to

any existing | create a new dump file that will overwrite the old dump

file file or to keer all the dump files each time a system
failure occurs. This option is selected by default.

Fractical

1) Using Startup and Recovery options.

VEIS
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Exercise - 22

Q.1 Fill in the blanks:
) Startup and Recovery options are used to specify _and
. (the default operating system, the action to be taken
in the event of system failure)
i)  Startup and Recovery options can be accessed by
(right clicking My Computer —>Properties - Advanced 9
Startup and Recovery)

Q.2 Short Notes:
) Startup and Recovery
i)  Accessing Startup and Recovery opticiis
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CHAPTER 23
SETUP BOOT DISK AND BACKUP

23.1.

Introduction

From server boot disks, you can perform the following tasks:

Reinstall the Windows 2000 Server operating system if you do not
have access to the CD-ROM drive.

Use the Recovery console.

Use an ERD.

To create the Windows 2000 Server startup disks, you reauire four

high-density floppy disks. Label them &s fcllows:

23.2.

Windows 2000 server setup boot disk # 1
Windows 2000 server setup disk # 2
Windows 2000 server setup disk #3
Windows 2000C server setup disk #4

Creating 2 Server Setup Boot Disk

The command/utility to cieate setup boot disks from Windows 2000 or

Wiragows S.x is MAKEBT32.EXE and the command to make setup boot
disks from a 16 -bit operating system is MAKEBOOT.EXE.

Steps:
1. Insert the Windows 2000 Server CD into your CD-ROM drive.

2.

3.

VEIS

Select Start = Run = Browse. Select your CD ROM drive in the
diaiog box that appears. Select BOOTDISK and then select
MAKEBT32 and click the OK button.

Commanrd Prompt dialog box appears. Specify the floppy drive

letter. This is normally your A: drive.
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4. Insert the disk labelled as Windows 2000 Server Setup Boot Disk #

1, 2, 3 and 4 one after another. The files will be copied.

23.3. Backup Utility

The Windows 2000 Backup utility allows you to create and restore

backups and to create an Emergency Repair Disk (ERD). Backup protects

your data in the event of system failure by storing the data on another medium, such as
another hard disk or a tape. If your original data is lost due to corruption, deletion, or media

failure, you can restore the data using your backup.

23.4. Emergency Repair Disk (ERD)

ERD is used to repair and restart Windows 2000 Server in case your

computer does not start or system files have heen damaged. ERD can repair

the basic system, system files, partition boot sector, startup environment and the registry

(return the registry to its original configuraiion).

23.5. Creating an Emergency Repair Disk

1. Select Start - Programs —> Accesscries -» System Tools 2>
Backup.

2. Click the Emergency Repair Disk buitten.

3. Emergency Repair Disk dialog box appears. Insert a blank,
fcrmatted fioppy disk into drive A:

4. Check the “Alsc back wup the registry to the repair directory” check
Lox and click OK.

5. The system data will be copied to the ERD.

_CD

A Confirmation dialog box appears. Click the OK button to close

the dialog box.
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23.6.

Using an Emergency Repair Disk

ERD is not a bootable disk and can be accessed only by using the
Windows 2000 Server Setup CD or the Windows 20000 Server Setup

diskettes that have been created from the CD. Follow the following steps

to use an ERD:

1.

VEIS

Restart you computer using the Windows 2000 Server Setup Boot
disk #1.

When prompted, insert the Windows 2000 Server Setup disks #2,
#3 and #4 and press Enter after inserting.

Welcome to Setup dialog box appears. To repair a Windows 2000
installation, press the R key.

Windows 2000 Repair options menu appears. To repair Windows
2000 using the ERD, press the R key.

Press the M key to choose Manual repair or the F key to choose

Fast repair. The ranuzl repair option inspecis the startup environment, verify the

windows 2000 syster files, and inspect the boot sector. The fast repair option doesn’t
require any user input. It attempfs to correct problems that relate to system files, the
partition boot sector on the systeri disk, and the startup znvironment on dual boot

systems.

Insert your Windows 2000 ERD arid press Enter. You will see one
more dialog box indicating that you should insert your ERD. Press
Enter again.

Press Enter to examine the drive or press Esc to skip the drive
examination.

If sou choose to examine your computer’s drives, you will be
asked to insert the Windows 2000 Server CD into your CD ROM
arive and press Enter. The emergency repair process will examine

the files on your hard disk.
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9.

23.7.

When the repair process is complete, you are prompted to remove
floppy from your computer. Then your computer will restart

automatically.

Using Backup Wizard

Before you start the backup, you should be logged on as Administrator or

a member of the Backup Operators group.

Steps:

1.

2.

3.

E

VEIS

Click Start - Programs —> Accessories = System Tools 2>
Backup.

Backup [Untitled] dialog box appears.

Click the Backup Wizard button under the Vvelcome tab.

Welcome to the Windows 2000 Backup and Recovery Tools dialog
box appears. Click the Next button.

What to Back Lp dialog box appears. This diaiog box aiiows you
to select the items you want to back up. Ycou can choose to back up
everything or back up just selected files, drives or network data or

back ur only the system state data and theri click the Next button.

System state data includes system configuration information. For this example, select
the back up selected fiies, drives, or network data radio button, then click the next
button.

Items to Back Up dialog box appears. Check the items you want to
hack up and click the Next button.

Where to Store the Backup dialog box appears. You can either type
the name of the backup media or filename or click the Browse
button to locate it. Clicking the Browse button brings up the Open
diaicq box. Select the drive, give file name to backup (for example,

you might use the date as the file name), and click the Option button. You
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8.

will return to Where to Store the Backup dialog box. When your
backup media or filename path is correct, click the Next button.
Completing the Backup Wizard dialog box appears. If all of the

information is correct, click the Finish button.

Using the backup wizard

1.

10.

11.

23.8.

Create a folder on your D: drive called DATA. Create some small text files in this
folder. The size of all of the files combined should not exceed 1MB.

Select Start = Programs = Accessories = System Tools - Backup.

In the opening backup windows, click the backup wizard buttcn.

In the welcome to the windows 2000 backup recovery tools, drives, or network data
radio button. Then click the next button.

In the what to back up dialog box, click the beck vp selected files, drives, or nietwork
data radio button. Then click the next button.

In the items to back up dialog box, select my compurter, expand D:; and check tha
DATA folder. Click the next button.

In the where to store the backup dialog tox click the brows button in the oren dialog
box select floppy (A:). For the filename, enter the data (in the imim/ddfyy format) then
click the open buttei.

In the where to store the backup dialog box, click the next button.

Verify your selections in the comnleting the backip wizard dialog box. Then click the
finish button.

When the backup wizard comypletes click the Report button in the backup progress
dialog box. This wil! show the backup log i a Notepad window. Close this window
when you are finished viewing the report.

Close all to thie backun wizard dialogy boxes.

Managing Systeni State Data

System state data refers to a collection of system specific configuration

informaticn. You can manage the availability of system state data by

using the Rackup utility.

Backing U System Data

VEIS
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23.9.

Select Start = Programs —> Accessories = System Tools 2>
Backup.

In the Backup window, click the Backup tab.

Under My Computer, check the “System State” check box and
select the backup media or file name that will be used for the
backup.

Click the Start Backup button.

When the backup is complete, click the Renort button in the
Backup Progress dialog box.

Backup log appears in a Notepad window. Close this window when
you have finished viewing the repor-.

Close all of the backup dialog boxes.

Configuring Backup Options

To access the backup opticns proceed as follows:

VEIS

Click Start > Programs -> Accessories = System Tools -
Backup.
Backup {Untitled] diaiog box appears. Click the Backup tab.
From menu bar, click Tools = Options.
Options dialog box appears which has five tabs with options. These
are as follows:

> General

> Restore

> Backup Type

» Backup Log

» Exclude Files

General: It contains general information.
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Restore: The restore tab options relate, how files are restored when

the files already exist on the computer. These are as follow:

1. Do not replace the file on my computer (recommended)
2. Replace the file on disk only if the file on the disk is older

3. Always replace the file on my computer.

Backup Type: This tab, specify the backup type.

Option Description
Normal Backs up all files and sets the archive hit as marked

for each file that is backed u. Requires only tape for the

restore process.

Copy Backs up all files and does not set thie archive bit as |

marked for each file that is backed up. Requires anly

one tae for *ne restore process.

Differential | Backs up orily the files that have not beer marked
as archived and does nct set the archive bit for each

fite that is backed up. Requires the last normal backup and

the last differcnt tape for the restore process.

Incremental | Backs up orily the files that have not been marked
as archived and sets the archive bit for each file

that is backed up. Requires the last normal backup and all of

the incremental tapes that have been created since the last

normal hackup for the restore process.

Daily Backs up only the files that have been changed
today and does not set the archive bit for each file

that is backed up. Requires each daily backup and the last

normal backup for the restore process.

Backup Log: This tab specifies the amount of information that is
logged during the backup process.
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23.10.
1.

23.11.

Event

Excluding Files: This tab allows you to exclude specific files

during the backup process.

Restoring Data

Click Start = Programs—> Accessories = System Tools -
Backup.
Backup [Untitled] dialog box appears. Click the Restore Wizard
button.
Welcome to the Restore Wizard dialog box appears. Click the Next
button.
What to Restore dialog box appears. Click the fiiename of the

backup session that you want to resiore and ciick the Next buttor.

After you select the backup you warit to restore, you can choose to restore the entive
session, or you can selectively restore drives, folders, or files form the backup

session.

Completing the Restore Wizard dialog box appears. !t all of the
configuration information is correct, click tie Finish button.

Enter Backup File Name dialog box appears. Specify the filename
and clizk the OK bution.

Wizard displays the Restore Progress tialog boX. Once the restoration

process is complete, you can click the rzport button in this dialog box to see details of

tha restore session.

Event Viewey

Viewer utility is used to track information about computer’s

hardware, software and security events. The information that is tracked is

stored
>

VEIS

in the following log files:
Systeni Log: It tracks the events that are related to the Windows
2000 operating system.
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» Security Loq: It tracks the events that are related to the Windows

2000 auditing.

Application Log: It tracks the events that are related to the

applications that are running on your computer.

To access the Event Viewer select Start - Programs -
Administrative Tools - Event Viewer

or

Right click My Computer, select Manage from the pop-up menu
and access Event Viewer under System Tools.

To display the properties of the event simply click the event.

Practical

D)

i)
iii)
Iv)
v)
Vi)

Creating server setup boot disks.
Creating an ERD.

Using an ERD.

Using Backup wizard.
Managing svstem state data.
Restoring data.

Exercise - 23

Q.1

VEIS

Fili in the blanks:
) ~or creating Windows 2000 server setup disks
diskettes are required. (4)
i) Utilities used for creating boot disks are
(MAKERT32 and MAKEBOOT)
i)  ERD stands for . (Emergency Repair Disk)
Iv)  ERD is created by utility. (Backup)

Shcrt Notes

i) Creating a server setup boot disk
i)  Backup utility

iy ERD
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CHAPTER 24
RAS SERVER & VPN SERVER

24.1.

Introduction

Remote Access Service (RAS) is used to allow remote computers to

access network resources through the routing and remote access service.

24.2.

24.2.

VEIS

Protocols Supported by RAS

(i) Connection Protocaols:
PPP — Point-to-Point Protocol

SLIP — Serial Line Internet Protocol
PPTP — Point-to-Point Tunneling Protocol (VPN)
L2TP — Layer Two Tunreling Protocol (VPN)

(if) Transport Protocals:
TCP/IP

IPX

NetBEUI

Apple Taik

Installing RAS

Select Start = Programs = Administrative Tools = Routing and
Remote Access.

Routing and Remote Access window opens. In this, right click the
server and select Configure and Enable Routing and Remote
Access frcm the pop up menu.

Routing and Remote Access Server Wizard starts. Click the Next

button to continue.
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4. Common Configurations dialog box appears. Select the “Remote
access server” option and click the Next button.

5. Remote Access Server Setup dialog box appears. Select, “Set up an
advanced remote access server” and click the Next button.

6. Remote Client Protocols dialog box appears. This dialog box lists
the protocols that are installed on your computer. Accept the
default (TCP/IP / IPX) or add new and click the Next button.

7. If you specified that the RAS Server should use the TCP/IP
protocol, the IP Address Assignment dizlog kox appears. Choose
specified range of IP address or choose Automatically.

8. Managing Multiple Remote Access Servers dialsg box appears.
Specify RADIUS (Remote Authentication Dial-In User Service) if
you have multiple RAS servers otherwise No and click the Next
button.

9. Completing the Rotiting and Remote Access Server Settip Wizard

dialog box appears. Click Finish.

24.4. Configuring Inbourd and Outbound Coniiections

Inbound connections allew incoming access to the RAS Server.
Outbound corinections allow users to diai out to the external resources
through the RAS Server. Users can connect to the RAS Server though a

modem. (RAS also can use ISDN connection, or direct connection through a null modem

cable).

You can configure inbound and outbound connections through the ports properties dialog
o0X. To access ports properties, expand the computer in the Routing and Remote Access
window, right click Ports, and select properties form the pop up menu.

In the perts properties dialog box, select devices tab and click the configure button. This
brings up the configure device dialog box, this dialog box allows you to specify if computer

will be used for inbound connections (the default setting) or for demand dial routing
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connections. Which support both inbound and outbound connections. In addition, you can

configure the telephone number that will be used for the device.

You will configure inbound and outbound connections for the RAS server you installed.

Assumes that you have a modem or null modem installed on your server.

1.

24.5.

Select Start = Programs = Administrative Tools = Routing and
Remote Access.

In the Routing and Remote Access window, expand your
computer, right click Ports and select Properties.

In the Ports Properties dialog box, select the RAS connection
device you want to configure and click the Coiifiguie button.

In the Configure Device dialog box, select “Remote access
connections (inbound only)” &nd “Demandg dial routing
connections (inbound and outbound)”. Specify the telephon:
number to be used for outbound connections and then click the CK
button.

In the Ports Prejperties dialog box, click the OK iutton.

Managing RAS Server Properties

To manaye the properties of an RAS Server, right click your server in the

Routing and Remote Access window and seizct Properties from the pop

up menu. This brings up the RAS Server Properties dialog box. This

dialog box containc General, Security, Event Logging and Protocol tabs

for each protocol you’ve installec for remote access connections.

VEIS

Genera! Tab
This tab allows you to enable the computer as a router or as an

RAS Server. If you enable your computer as a router, you can specify whether the

computer will route packets between two or more network segments.

Security
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24.6.

VEIS

This tab allows you to select and configure an authentication
provider and an accounting provider. Select RADIUS, if multiple
servers are there in the network, otherwise select windows

authentication. The authentication provider is the server that will provide

authentication services for remote access and the accounting provider server

provides the accounting services for the remote access.

Event Logqging

This tab allows you to configure how RAS Server events are to be

Iogged. You can choose to log errors only, log errors and warnings log the
maximum amount of information, or disable event fogging.

You can also specify whether PPP Logging in #nabied. If you enable PPP i5gging, all
of the events related to the PPP Connection process wili be written to the
/windir/Tracing /PPP. Log file.

Creating a Dial-up Connection to Access RAS Server

Click Start = Setiings = Network and Dial-up Connectiors.

In this, double click Make New Ccnnection.

Network Coriection Wizard starts. Click Next.

Network Connection Type dialog box appears. Select, “Dial-up to
Private iNetwork” option and click Next.

Select a Device dialog box appears. !i this, select the modem from
the list ana click Next.

Phone Number to Dial cialog box appears. Enter the phone number
end click Next.

Cennection Availability dialog box appears. Select, “For all users”
and click Next.

Completing the Network Connection Wizard screen appears. Click
Finish.
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24.7. Assigning Dial- in Permissions to Users

You can assign permissions to users who can access an RAS Server

through the User Properties dialog box, in the Local Users and Groups utility on a

member server and in the Active Directory Users and Computers utility on a Windows 2000
domain controller. To open the user properties dialog box, access the appropriate utility,
open the users folders, ad double click the user account. Click the dial in tab to see the dialog

box.

To assign Dial-in permissions to the users follow the following steps:
) Go to the Users Properties.
i) Click the Dial-in tab.

i)  Select “Allow Access”

Note: If a dial in tab option is not available, that means that your compiter is not configured

to support RAS.

24.8. Remote Access Policies

You can configure who is authorized to access your RAS Server by

defining a remote access policy. Through a remote access policy, you can create a

dial in profile to spzcify access based on windows 20000 group nmiembership, time of day, day
of week, and tvpe of connection. You £an also configure settings for option such as maximum

session time.

Modifying an Existing Remote Access Policy

B/ default, there 15 a remete access policy called “Allow access, if

dial-in permission is enabled”. To access and modify this policy

follow the following steps:

- Double click Remote Access Policies in the Routing and
Remcte Access window under RAS Server.

-~ Double click the policy you want to manage.

- Under Settings tab of the Policy Properties dialog box, specify

grant or deny remote access permission.
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24.9.

Note: You can click Edit Profile button to display profile properties.

Installing a VPN Server

Virtual Private Networks (VPNSs) are used to allow VPN clients to access

VPN Servers through a private network or through the Internet.
Steps to Install VPN Server:

1.

w

24.10.

VEIS

Select Start = Programs = Administrative Tools = Routing and
Remote Access.

In the Routing and Remote Access windsow, right click the server
and select “Configure and Enable Routing and Remote Access”
from the pop up menu.

Routing and Remote Access Server Wizard starts. Click the Next
button to continue.

Common Configurations dialog box appears. Select the “Virtual
private network {'VPN) server” option and click the Next button.
Remote Client Protocols dialog box appears. Accept the default
and click the iNext button.

Internet Connection dialog box appears. Accept the default and
click the Next button.

IP Adaress Assigriment dialog box appears. Specify to select range
or select “Automatically” and click the Next button.

Managing Muitiple Reinote Access Servers dialog box appears.
Select “No, | don’t wait to set up this server to use RADIUS”
option and click the Next button.

Completing the Routing and Remote Access Server Setup Wizard

screen appears. Click the Finish button.

Creating a Dial-up Connection to Access VPN Server
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Steps

are same as for “Creating a Dial-up Connection to Access RAS

Server” covered under clause 6. of this chapter.

Practical
) Installing an RAS Server.
i)  Configuring Inbound and Outbound connections.
i)  Managing RAS Server properties.
Iv)  Creating a Dial-up connection to access RAS Server.
v)  Assigning Dial-in permissions to users.
vi)  Modifying an existing Remote Access Policy.

vii) Installing a VPN Server.

viii) Creating a Dial-up connection to access VPN Server.

Exercise — 24

Q.1

Q.2

VEIS

Fill in the kianks

) RAS stands for . (Remote Access Service)

i) -~ RADIUS stands for . (Remote Authentication
Dial In User Service)

i)  PPTP stands for _. (Point to Point Tunneling
Pratocol)

iv) VPN stands for ___.(Virtual Private Network)

\Write short Notes:

) RAS Server

i)  Protocols supported by RAS

1)  Managing RAS properties

Iv)  Assigning Dial-in permissions to users
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CHAPTER 25

PROXY SERVER /SETTING UP CYBER CAFE

25.1. Creating New Connections by Installing Network Adapters

If you have a network adapter in your computer when you install
Windows 2000, Windows 2000 automatically creates a Local Area

Connection.

25.2. Installing Modems

You can use either the Phone and Moderri Options icon or the
Add/Remove Hardware icon in Centrol Panel io install a modem. You
must be a member of the Administrators group to add and configure

modems.

Installing a Modem Using Phone and Modem Options

1. Select Start = Seitings - Control Panel.

2. In the Control Panel dialog hox, double click Phone and

Modem Options icon.

3. In the Phone and Modein Options dialog box, click the

Modems tab.
4, To install a modem, click Add button.

5. Add/Remove Hardware Wizard starts and displays the Install
New Modem screen. If you want Windows 2000 to detect
yeur modem automatically, ensure that the check box against

“Don’t detect my modem, | will select it from a list” is
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unchecked. If you want to manually select your modem,
check this check box and click the Next button.

Follow the instructions presented on screen to complete the

installation of your modem.

25.3. Confiquring Modems

Once you have installed a modem, you can use the Phone and Modem

Options icon in Control Panel to configure your modem’s properties.

VEIS

Configuring a Modem Using Phone and iModem Options

1.Select Start = Settings > Control Panel.

2.

In the Control Panel dialog box, doubic click Phone and Modern

Options icon.

In the Phone ana Modem Ogtions cialog box, click the Modems
tab.

Under the Modems tzo, select the modem ycu want to configure

and click the Properties button.

Maodem’s Propeities dialog bex appears with three tabs namely

General, Diagnostics and Advanced.

With General tab, yeu can configure speaker volume, maximum

port speed and aial control.

With Diagnostics tab, you can “ Record a log” of modem

connection activity.

With Advanced tab, you can specify the “Extra initialisation
commands” but generally it is not made use of. Click the OK

button.
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9.

In the Phone and Modem Options dialog box, click OK and

close the Control Panel.

25.4. Creating a Dial-up Connection to the Internet on a Proxy

VEIS

Server

1.

2.

=

0

Click Start = Settings = Network and Dial-up Connections.

In the Network and Dial-up Connections folder, double click

Make New Connection.
Network Connection Wizard starts. Ciick the Next button.,

Network Connection Type dialog bo. appeais. Select the “Dial-

up to the Internet” opticin and click the Next putton.

Internet Connection Wizard starts. Select “I want to set up my
Internet connection manually, or | want to connect through a

local area network (LAN)” option ana click the Next button.
Setting Up Your Internet Connection dialog box appears.

) Select “l conrect through a phone line and a modem”

option for a Proxy Server and click the Next button.

i)  Select “I connect through a local area network (LAN)”

opticn for a Prexy Server client and click the Next button.

Choose Modem dialog box appears. Select the modem you
want to use for this dial-up connection from the drop - down list

box and click the Next button.

In the “Internet account connection information” screen, enter
your area code and telephone number of your Internet Service

Provider (ISP) in the text boxes provided. Select the country
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VEIS

you are located in from the “Country/Region name and code”

drop-down list box and click the Next button.

9. In the “Internet account logon information” screen, enter the
user name and password to log on to your ISP and click the
Next button.

10.In the “Configuring your computer” screen, either accept the
default name for this connection or type a new name and click
the Next button.

11.Set Up Your Internet Mail Account dialog box appears. Select
No, if you don’t want to set up an Internet mail account now
and click the Next button.

12.Completing the Interriet Caonnection Wizard dialog box appears.
Click the Finish button.

13.Web Page lJnavailable While Offline dialog box appears. Click

Connect to connect to the Internet.

14.Windews 2000 attempts to connect to the Internet. If your
connection is configured correctly, a Connection Complete
dialog box is displayed. Click OK. (If error messages are

displayed, ycu may need to reconfigure this connection).

15.To disconnect the connection, right click the connection in the
Network and Dial-us Connections folder and select Disconnect
from the pop-up menu. Or, right click the network connection
icon in the taskbar (near the clock) and select Disconnect from

the pop-up menu.
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25.5. Creating a Dial-up Connection to the Internet on a Proxy

VEIS

Server Client

1.

2.

8.

Click Start = Settings = Network and Dial-up Connections.

In the Network and Dial-up Connections folder, double click

Make New Connection.
Network Connection Wizard starts. Click the Next button.

Network Connection Type dialog box appears Select the “Dial-

up to the Internet” option and click the Next button.

Internet Connection Wizard starts. Select “I want to sct up my
Internet connection manually, or | want to connect thiough a

local area network (LAN)” option.
Setting Up Your Internet Connection dialog box appears.

1) Select “I connect through a phene line and a modem™ option

for a Proxy Server and click the Next outton.

i) Select “I connect through a lccal area network (LAN)”

option for a Proxy Server Client and click the Next button.

Local area rietwork Internet configuration dialog box appears.
Check the, cneck box against “Automatic discovery of Proxy

server [recommended]”.

Set Up Your Internet Mail Account dialog box appears. Select
Nc, if you don’t want to set up an Internet mail account now
and click the Next button.

Compieting the Internet Connection Wizard dialog box appears.
Click the Finish button.

207/211



Windows 2000 Server Administration VEIS Computer Education

10.Web Page Unavailable While Offline dialog box appears. Click

Connect to connect to the Internet.

11.Windows 2000 attempts to connect to the Internet. If your
connection is configured correctly, a Connection Complete
dialog box is displayed. Click OK. (If error messages are

displayed, you may need to reconfigure this connection).

25.6. Configuring Internet Connection Sharing

If you have a connection to the Internet on your Windows 2000 computer
(dial-up or local area) and you want to enable other comiputers on your
local area network to use that connection to access the Internet, then you
can enable Internet Connection Sharing for the specific connection that

will be shared.

Connection Sharing shouid not be used on inetworks inat have existing
Routers, DNS Servers or DHCP Servers because once Internet
Connection Shaiing is enablec on a computer, Windows 2000
automatically converts that computer into the Gateway, DNS Proxy
Server and DHCP Server for that nehwork segment and assigns this

computer an IP address of 192.168.0.1.

25.7. Enabling Internet Conrection Sharing

In order to enable Internet Connection Sharing on a Windows 2000
computer, the computer must have both a local area connection and a
dial-up connection to the Internet. In addition, you must be a member of
the Administrators group on the local computer to enable Internet

Connection Sharing. You can enable Internet Connection Sharing by
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using the Network and Dial-up Connections folder as explained in the

subsequent text.

1.

25.83.

VEIS

In the Network and Dial-up Connections folder, right click the
Internet connection you want to share. (This must be a Dial-up
Connection to the Internet). Select Properties from the pop-up

menu.

In the Connection’s Properties dialog box, click the Sharing tab.
Check the, check box against “Enable Interriet Connaction Sharing
for this connection”. Once this check box is checked, the “Enable
on demand dialing” check box is also automatically checked if the
connection being configured is a dial-up connection. Ciick the OK

button.

A Network and Dial-up Connections confirmation diaiog box

appears. Click Yes to enable Internet Connectiori Sharing.
Close the Netweik and Dial-up Corinections folder.

Configure all computers that will use this shared connection as
D!CP clients.

Configuring_a Computer_as a DHCP_Client to Obtain _an _IP

Aadress from a DHCP Server

1. Ciick Start = Settings = Network and Dial-up Connections.

2. In the Network and Dial-up Connections folder, right click the
connection for which you want to configure automatic IP

addressing and select Properties from the pop-up menu.
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3. If the connection you selected is not a local area connection,
then in the connection’s properties dialog box, click the
Networking tab. Then, for all connection types, highlight
Internet Protocol (TCP/IP) and click the Properties button.

4. In the Internet Protocol (TCP/IP) Properties dialog box, select
the “Obtain an IP address automatically” option. If you also
want a DNS server address to be automatically assigned, select

the “Obtain DNS server address automaticaiiy™ eption.
5. Inthe Connection’s Properties dialog bex, click OK.

6. Close the Network and Dial-up Connections dialeg box.

Practical

) Installing modem.

i) Configuring mcdem.

i) Creatirg a Dial-up connection on a Proxy Server.

Iv)  Creating a Dial-up ccnnection on a Proxy Server client.
V) Enavling Internet Cornection Sharing.

vi)  Configuring & computer as a DHCP client.
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Exercise - 25
) Modem can be installed using either or
(Phone and Modem Options, Add/Remove Hardware)
i)  When Internet Connection Sharing is enabled on a computer, it
will automatically be assigned with an IP address of
.(192.168.0.1)
i)  When Internet Sharing is enabled on a computer, it is

automatically converted into . (Gateway, DNS
Proxy Server and DHCP Server)

Q.2  Write short notes:

i)
i)
i)

Installing and configuring modem
Internet Connection Sharing
Proxy Server

Q.3 Explain complete proceciure of setting up a Cyber Cafe.
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